
��Y¥^ n L«S�ëê§¤kÙ{ëêþ� n �¼êµ

- q ≥ β · nδ§Ù¥ δ ∈ (0, 1) ´?¿~ê

- k = dlog qe

- β = s ·
√
m

- s ≥ 3 · r · s1(T)§Ù¥ s1(T) L«Ý
 T = [Et Rt I]t ���ÛÉ�§E,R �½Â��{ 1

- r =
√

ln
(
2m(1 + 1/ε)

)
/π§Ù¥ ε = 2−128 ½ ε = 2−256

- m = n(2 + k)

Zq L« Z mod q �ýé���{"∀ z ∈ Zq§- [z]k2 L«��iÎG ∈ {0, 1} ½ ∈ {−1, 0} ¦

� z =
∑
i zi2

i"

- g = [1, 2, 4, · · · , 2k−1] ∈ Z1×k"Ý
 Σ0 ½Â�

Σ0 =



1 −( 1
2 )k−1

1 −( 1
2 )k−2

. . .
...

1 − 1
2

−( 1
2 )k−1 −( 1

2 )k−2 · · · − 1
2

k−1∑
i=1

( 1
4 )i + q2

4k


.

é?¿¢é¡Ý
 Σ§e Σ = BBt§½Â
√

Σ = B"DΛ,
√

Σ,c L«� Λ þ± c �¥%!pd �

�
√

Σ �lÑpd©Ù£� c = 0 �eI c �Ñ¤"

½Â� R = Z[x]/(xn + 1), Rq = Zq[x]/(xn + 1), Q = Q[x]/(xn + 1)"��B£ã§�ò

� R£½ Rq, Q¤�Óu Zn£½ Znq , Qn¤§=ò�¥��� u(x) =
∑n−1
i=0 uix

i �ÓuÙX

ê¤�¤���þ u = (u0, . . . , un−1)"Rot(u) = (−un−1, u1, . . . , un−2)"〈·, ·〉 L«�þ�SÈ"

- v̂ L«�þ��þ"½Â ĝ = [g1, g2, . . . ,gk−1] = [1, 2, · · · , 2k−1] ∈ R1×k"H : {0, 1}∗ →

Znq L«MF¼ê"

1 ���{{{£££ããã

• KeyGen(1n)µÑ\S�ëê n¶ÑÑú� pk§h� sk"

– À�þ!�Å�� a← Rq

– À� r̂ = [r1, . . . , rk]← Dn×kZ,2
√
n
, ê = [e1, . . . , ek]← Dn×kZ,2

√
n
§K r̂, ê ∈ R1×k

q

– - â = [1, a, g1 − (ar1 + e1), . . . , gk − (ark + ek)] ∈ R1×(2+k)
q

– - pk = â, sk = (ê, r̂)

• Sign(sk, µ)µÑ\h� sk Ú�E µ¶ÑÑ\¶ σ"

– - s = 2.4 · r ·
√
n · (
√
nk +

√
2n+ 4.7)

1



– p̂ = [p1, . . . ,pk+2]←SampleP
(
n, q, s, r, (ê, r̂)

)
– - v = H(µ‖str)− 〈â, p̂〉

– é v �z�©þ vi, zi ←SampleG(q, vi)

– òÝ
 [z1, . . . , zn] ∈ Zk×n U1=�� x̂ = [x1, . . . ,xk] ∈ R1×k

– - σ = [p1 + 〈ê, x̂〉, p2 + 〈r̂, x̂〉, p3 + x1, . . . , pk+2 + xk]

• Verf(pk, µ, σ)µÑ\ú� pk§�E µ Ú\¶ σ¶ÑÑ 0 ½ 1"

– e 〈â, σ〉 = H(µ‖str) � ‖σ‖ ≤ s ·
√
m§ÑÑ 1¶ÄKÑÑ 0

Algorithm 1 SampleP
(
n, q, s, r, (ê, r̂)

)
Input: n, q ∈ Z, s, r ∈ R, (ê, r̂) ∈ R2×k

Output: p ∼ DZm,
√

Σp
§Ù¥ Σp = s2 · I−9 · r2 ·

[
E
R
I

]
· [Et Rt I], E = [Rot(e1)| · · · |Rot(ek)], R =

[Rot(r1)| · · · |Rot(rk)]

1: α = 3r

2: z = (α−2 − s−2)−1

3: a = s2 − z〈r̂, r̂〉
4: b = −z〈ê, r̂〉
5: d = s2 − z〈ê, ê〉
6: for i = 0 to nk − 1 do

7: qi ← SampleZ(
√
s2 − α2)

8: end for

9: ò Q ∈ Zk×n =z� q̂ ∈ Rk×1
q

10: ĉ = −α2

s2−α2

[
r̂
ê

]
q̂

11: p′ ← Sample2Z(a,b,d, ĉ)

12: ò p′ ∈ Z2×n =z� p̂′ ∈ R2
q

13: ò (p̂′, q̂) ∈ R2 ×Rk =z� p ∈ Zm
14: return p

Algorithm 2 Sample2Z(a,b,d, ĉ)

Input: a,b,d ∈ Q, ĉ ∈ Q2×1

Output: [q0,q1] ∈ R1×2
q

1: ĉ = (c0, c1)

2: q1 ← SampleFZ(d, c1)

3: c0 = c0 + bd−1(q1 − c1)

4: q0 ← SampleFZ(a− bd−1bt, c0)

5: return (q0,q1)

2



Algorithm 3 SampleFZ(f , c)

Input: f , c ∈ Q
Output: q ∈ Rq
1: if dim(f)=1 then

2: return SampleZ(
√
f, c)

3: else

4: f(x) = f0(x2) + x · f1(x2)

5: c(x) = c0(x2) + x · c1(x2)

6: ĉ = (c0, c1)

7: (q0,q1)← Sample2Z(f0, f1, f0, ĉ)

8: q(x) = q0(x2) + x · q1(x2)

9: end if

10: return q

Algorithm 4 SampleG(q, u)

Input: q, u ∈ Zq
Output: x ∼ DΛ⊥u (g),3r

1: p← DRk,2r·
√

2·I−Σ0

2: for i = 0 to k − 1 do

3: pi ← DZ,r,pi
4: end for

5: v = u− 〈g,p〉
6: v = [v]k2 , q = [q]k2
7: c = −vq , y ← DZ,r,c
8: w = v + y · q
9: for i = 0 to k − 2 do

10: xi ← D2Z+wi,2r

11: wi+1 = wi+1 + wi−xi

2 ∈ Z
12: end for

13: xk−1 = wk−1

14: x = (x0, . . . , xk−1)

15: x← x + p

16: return x

2 ���OOO���nnn

2.1 üüüÑÑÑÚÚÚggg´́́

\¶�Y¦^
�þ “hash and sign” \¶üÑ [7]§=é�E�MF�?1\¶"¦^TüÑkX

e`:µ

• ¦�\¶�{�O�\{'

• 3²;/þf�Å�óÅ�.eþ÷vr EUF-CMA S�5 [3, 7]

• N´*ÐÑ�´L�õU§XÄu�°�\� [7]!�E¡E�ª [5]�

3



Figure 1: Eâ´�ã

ÑuS��Ä§�E µ �MFcI�kG��� 320 'A�ÅG str"�Y�ú� â ½Â
�

�|-E���æ�¼ê£PSF¤fâ : R2+k → Rq"�½�E µ �MF� u = H(µ‖str)§|^�

� (ê, r̂) �±lÙ£�êõ¤�� Λ⊥u (â) ¥UìlÑpd©Ù�ÅÄ�������\¶ σ 
Ø

�³���?Û&E"

\¶�{�Ø%´|^��?1��pdæ�µ

• ��µ[7] ¥���´���|áÄ¶[10] ¥JÑ q-ary �þ“�{ü!�;n!�¯�!��

|”���

• pdæ�µ[7] ¥�æ��{�é�´?¿�¶[10] Äu [12] ¥�“ òÈ”Eâ§JÑ�«�

é q-ary ���p��æ��{¶T�{òpdæ�©��6æ�ÚÄ�æ�üÜ©

��Y3 “hash and sign” üÑ�Ä:þ§¦^
 [10] ¥���)¤ÚlÑpd©Ù�“ò

È”Eâ§=�ªæ�ÑÑd�6�þÚÄ�æ�üÜ©“òÈ”
¤"�{ SampleP ^±�6

�þ�æ�§�{ SampleG ^uÄ�æ�"SampleP ��\¶��EÃ'§�±3�eJc�

¤¶SampleG ��\¶��E�'§I��½�E�MF��âU�1§ÏdI�3�þ�¤"

��Y¥� SampleP ¦^
[6] ¥�æ��{¶
 SampleG ¦^
·���¥¡pdæ�Eâ"d

	§�
�Ñ�ú��è
����º�ù��k"�§��{Äun��§|^ÙAÏ��ê(

�5ü$ú�Úh��º�§?
~�A^¥�Ï&�°"nþ§��Y¤¦^�EâuÐ´�X

ã 1 ¤«"

2.2 ���OOO���KKK

�{��Oo�Xeü�¡�I¦µ

• S�5

– -|þfôÂ
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– d�þ(J¯K3���¹e�(J5�æ

• �Ç

– \¶�Ý¯

– �;�m�

2.3 ëëëêêêÀÀÀJJJ���âââ

• S�5

\¶�{��Äu Ring-SIS (Jb�¶
ëê)¤L§Äu Ring-LWE (Jb�"du�

ö�b��r§·�3ëêÀJ���Ä Ring-LWE ¯K�(J5"©z [8, 9] ¥�(J

L²§Ring-LWE ¯K��Ún��þ�Cq�á�þ¯K£SVPγ¤��(J"du8c

n��þ��(�Ã{\�(J¯K�¦)§¤±Ï~@����Ún��þ�(J¯K

äk�Ó�(J5"
¦)�þ SVPγ �k���{´ BKZ �{ [4, 13]"©z [1, 2, 4] ¥

�(JL²§�c¦)�þ SVPγ �p��{��mE,Ý�� 20.292n" Ïd§·�I

� 0.292n > 128 ½ 0.292n > 256§±Ï"�� 128 'A½ 256 'A�S�5"

• k�5

��Y¥�$�Ñ½Â3� R = Z[x]/f(x) ½ Rq = Zq[x]/f(x) þ"� f(x) = xn +

1 � n � 2 ��g�§�þ�$��p�"

nþ§o��{�S�5Úk�5§��Y©OÀJ n = 512 Ú n = 1024"

3 SSS���555©©©ÛÛÛ

3.1 SSS���555yyy²²²

3.1 ([7] ·K 6.1). ��YÄu Ring-SIS b�§3�Å�óÅ�.e÷vr EUF-CMAS�5"

Proof. �Y�ú� â ½Â
��|-E PSF fâ : R2+k → Rq"�â [7] ¥½n 5.9§T|-

E PSF Äu Ring-SIS b�"b��3 P.P.T. �ôÂö A U±Ø��Ñ�VÇ p ?1\¶�E§

e¡�E P.P.T. �ôÂö S ±�C p �VÇô» fâ �|-E5§?
ô» Ring-SIS b�"

�½ú� â§S UXe�ª�[MF¼ê H 9\¶Î¯£Ø���5§b� A 3Î¯�E�\

¶c®²?1
MFÎ¯¤µ

• MFÎ¯µ∀ µ ∈ {0, 1}∗§S À� σµ ← DZm,s§�� (µ, σµ)§¿ò fâ(σµ) �£� A

• \¶Î¯µS �é (µ, σµ)§¿ò σµ �£� A

b� A ÑÑ�E µ∗ ��E\¶ σ∗ c®?1MFÎ¯§= S ®²�� (µ∗, σµ∗)" � A ÑÑ

�E\¶ σ∗ �§S ÑÑ (σµ∗ , σ
∗) �� fâ �-E"

5



�â [7] ¥íØ 2.8§σµ Ú Znq þ�þ!©ÙÚOØ�«©§Ïd A Ã{«©ý¢�\¶�

EÚ S ��[�¸"d	§�½�E�MF� u§\¶Î¯�ÑÑÚý¢\¶�ÑÑþCqÑ

l DΛ⊥u (â),s" Ïd§A ±�C p �VÇÑÑk���E (µ∗, σ∗)"��§du A ÑÑ�E\¶

c®?1MFÎ¯§�â PSF ������5�£[7] Ún2.10¤§σµ∗ 6= σ∗ ±�C 1 �VÇ¤

á"

3.2 SSS���rrrÝÝÝ

�éØ�u128'A!256'A�S�rÝ§��Y�ü|ëê8Xe"

Table 1: ü|ëê8

λ n m q k r s

128 512 13312 16770049 24 5.6 44873
256 1024 30720 268369921 28 7.8 131360

©z [1, 2, 4]¥�(JL²§�c¦)�þ SVPγ �p��{��mE,Ý�� 20.292n¶3þf

O��¸e§�mE,Ý�� 20.265n" Ïd§·��\¶�Y3²;O��¸e�±�� 149 '

A½ 299 'A�S�5¶3þfO��¸e�� 135 'A½ 271 'A�S�5"

3.3 ���}}}ÇÇÇ

��Y�3Xe�}�¹µ

• ��)¤�ã

h� ê, r̂ ∼ Dn×kZ,2
√
n
§ëê sI÷v s ≥ 3 ·r ·s1(T)§Ù¥ T = [Et Rt I]t§�â©z [10] ¥Ú

n 2.9§� s = 2.4 ·r ·
√
n ·(
√
nk+

√
2n+4.7)�§¬k�õ 2−100 �VÇ¦� s < 3 ·r ·s1(T)§

d�§�U��J´�YÃ{��¤(¡� 149 'A½ 299 'AS�"

• \¶�ã

– \¶�}

\¶ σ I�÷v ‖σ‖ ≤ s
√
m"��Y�\¶�{ÑÑ σ ∼ DΛ⊥u (â),s"�â©z [11] ¥

Ún 4.3§\¶�}�VÇ�u 21−m ≤ 2−13311"

– ����þ

b�ôÂö?1 Qs g\¶Î¯"�â)F�Ø§ôÂö±�� Qs · q−n/2 �VÇé

� H(·) þ��é-E§d�§\¶�{¬±�C 1 �VÇ���þÓ��8�ü�á�

þ§§���=�� Λ⊥(â) þ�á�þ§ùô»
 Ring-SIS b�"

6



4 555UUU©©©ÛÛÛ

��{¦^ C �ó§3^�²�£Intel ¤H i3 ?nì§4GB S�§Windows 10 64 ö�X

Ú§DEV-C++¤¢y"O�þÚ�;I¦�O©OXL 2 L 3 ¤«"

Table 2: O�þI¦£ms¤

λ keygen sign verf

128 12.15 99.05 10.25
256 31.7 271.4 23.4

Table 3: �;I¦£KB¤

λ pk sk σ

128 52 96 52
256 104 192 104

5 `̀̀""":::(((²²²

• `:

– ��YU
-�þfôÂ§3þfO��¸e§�©O�� 135 Ú 271 'AS�

– �{$1L§¥I�����;�m§¿�ÏL FFT �±���p�$���Ç

– (¹�ëêÀJ§� n Ø� 2 ��g�§ÏL [6, 9] ¥�Eâ§�{�,�±p�

– �{�±ÏL?U�{Jø�	õU§~X§�E¡E\¶!Äu�°�\��

– \¶L§�±©� on-line/off-line ü��ã§SampleP ±9 SampleG ¥�Ú½ 1-4 Ñá

u off-line �ã§�±Jc�1¿ò(J��§3��^

– �{�¿1¢y

• ":

– �{¥�¹õ°Ý2:.$�

– �{¥�pdæ�I�°%¢y5-|ý&�ôÂ
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