COLA: —fE T8 S A E EHH

WEWM, FRT, WK, N2, BRR, KEH
R B S R RFERT AR

T I 0 22 LW E N 25 44 i) 45 58 1 — 282 () R 4, FRATTH2 H — ol 140 22 T4 1) v 2850 A 1 AL
COLA (Crazily cOmpressed Lwe-bAsed scheme). COLA ik 1HE W, 2 T SC8l. A0 T2 LWE
I ARSI F, COLARER % 0. % SCRUBLSE a] DU S8 /0y, DR s sy %, HL 22 A P m) DL &R
TNTRU # _ERICVP ] .

B4R B2, COLAW T LLA M [14]) Hhd i) 1) 2 BUUoA, 8 mAL A FINTRU, PR A] A
AR BRI, 22 SN 37 5055 25 07 T R SINTRU s 44 i AH 48 28 (1) e

2 &R

2.1 iB5

RAVH NG BT BRI AU 3T — MR E(EIR) v, RVl = /1 02, olle =
max;(Jor]) 4T HI2— SEECRTE 364

2.2 IBFRELYUER

FEHCE T, BREAS B] B — N B O T O — AN RE 0, AT R &by, -+, by, € R™ HR™
T 56 TR B, AR X RERIAERE N B, MIL(B) = {3 aibi | @y € Zyi = 1,--- ,m} H— R
iR RATFRB Akt RS I — k5, I HERATiddet £(B) := \/det (BBT) Jxt Rif 1147 51)5X.

W TR RIETE AR LB RS A 43 BT 2 L, TR 2 3 A A 35 A ) o B B AR R A B,
AFELLL Hi%([12], BKZ HIE[16,4] 55, H 32 BRI ALH J5A 08 2 00T B B2 5 A O IR A%, 7R
e A R FISVP SRR F I SRARLE RS (i Ji a2, P95k Bl mdig b BACREE, DL s
HHIBKZ FE b 4ESVPRAR AR KM 1(bs), -, mi(b;) (0 < m,yj = min(n,i+ b) EHIERFHE
FH(HA T R™ — span(by, - -+, bi_1) " ARG, IR Y R m 4R I — AR Jk, RIS R, T
DA7S 31— 2 35 A .

IR, b IR /N2 s ks 5L 1) 5T S ALE AT I [R], AR S VP SR i 50E B 2 A [F 1847 1 1A
Th — RS, AT S P BB R, REIATR ]~ 200, T8 He, TATA T4 R

— Classical: HHICAIRIFHILISVP KFEFEE2] H, ¢ = log, 1/3/2 = 0.292;
— Quantum: H #f SRR IEFSVP RFHIE[11] B, ¢ = log, 1/13/9 = 0.265;
— Plausible: %% ZAF MR AT REIAF[1], ¢ = log, 1/4/3 &~ 0.2075.
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GSABIE. FRATICH 5L 201k B0 Mt 1RG5 by, -+ L by, 2|by|| = o7 det £(B)™, FRATIES &
JNHermite #RF 1. %14, [3] 45 T fhiild ~ (ﬁ(wb)%)ﬂbtl). 2940 J5 B FEXT N ) Gram-Schmidt 1E
ZTALDY, -, by B BT RS LR R by, || = ql|br ], Bltkg ~ 67T ~ 672 GSARBIHAR—5E
X BEAR RS B 2 BT IR, B R AR R RROL, IR MR T AR A AE SR AR, X TR RO I GSA B 1K,

q~ 072

2.3 RN [ESHEIA

BERX, -, X, Rn/MICLIRASHIBEHLAS R, #HEAX, -, X, < 8.
Chernoff 2 —MNER I Kbt R AR ZERING, Hik— BB ERR N

Theorem 1 (Chernoff ). RiXX A —/NHEME =, N

it 20 > 0, E[X] = 0 B, RATAPX| > a] < 2+ infrng 21
JE AT 2 FH 240 F 55T Chernoff FHRH.

Lemma 1. %X, -, X, <22 C,, X =" X;, a >0, 1)

(= 29) + VA 2000 — )
P s vt —ay(a(l—20) 1+ V)"

)

n2n

HEFA=an?p? —dpa® +a®. HAIM, Gp=1 8, Pr{X >d] <
Proof. FIHZER1 YA R X,; MOSLFEH G, BATE
Pr[X >a] < %EEE[etX] et

< j _ t —t\yn ,—ta
< inf(1—2p+pe” + pe™")" - €7,

(1 = 2p + pet + pe=t)™ - et KHETt > 0 HIF/ME, Blet = US20090VA ae ) St p iy FikFikst,

2(n—a)p
3 EiEEA
EEERR S, BAUEH W R id5:
— ZWANRR = Z[z] /(2™ — 1), Hn N—NFHREL
— WIEEHg, ATCR, = R/qR. X fERa € Ry, AT UL HE Ma = ap + a1z + -+ + ap_12™ 1,
Ha; € [-4,4)NZ,i=0,1,....,n— L.

= MW F A0 - 1RZINRa" —1 = fo+ fro+ -+ furz" ", AT EHES = (fo, -, fuo1)
fi——x$ 0. B, f BRI AR — AN, AT AR iZ A s B 2 00K, AL OL & .



— FATCH () RAR— 1 Hashp& % {0,1}* — {0,1}".

— U(S) BRIE—MEIRES LRS54,

- C,(0<p<3) M{0,1,-1} BRI, HHEPIX =1 =Pr[X = —1] =p, Pr[X =0] =1 — 2p.
— XN T 4R AD, RATLD" AR B HE TD FIndEHE2 5010

3.1 COLAZAFHEEZX

COLAZ PHd b pA ] (0 3§ AL B i, B DB SR AR B e S il n k1, 52 AN aks
N T 2 s FAE R EEAT .

BE 1 HPERFECOLA KeyGen|()

HWIN: n,q;

widi: AHh, S
1 f,g < US), 13 f fER, i, Hrh S 2 R RN R E 2 DS
2. WA= f~1 - (g+ %) mod ¢;
3: Hitipk = h, sk = f.

BiE 2 MEHEHIECOLA.KEMEnC()

wN: ANh;

it % 3lc, HEHHK.
1: FENLIEIZ Bir, e < U(S2), F Syt RPN R B WAL 5
2: IHH% e = hr + e mod ¢, £ EHHK = H(h|r|c).
3: fit (e, K)

BiE 3 fif 3 HIECOLA. KEMDec()
HIN: %L, AR, S
it LEEHK.

1: 115Hd = femod g;

2: fori+ 0ton—1do

3: if = <d; < { then

4: r; = 0;
5.  else

6: r, = 1.
7:  end if
8: end for

9: It EEHK = H(h||r|c).
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REREIERMY. ERE
d= fcmod q

= fhr + fe mod ¢

:gr+gr+femodq,

BRI, Hgr + felloo < § I, WIAFE RN,

3.2 COLANAMBE.

W HE BT AAS], BN Hie A ) e 2 WSS S BEHLR B, FATAT LI~
BT %, HeB P R %1 COLA KeyGen(), HNARa EE =4 MWD Frik

B3k 4 %53 COLA.PKEEnc()
BWN: Ak, HEm e {0,137
Hid: % e

1 BB Z Tiztr & {0,107, e & U(S,), H S BRI LN R L TR MES
2: tHei =hr+emodq, co=rdm, HFrdom =r+ m mod 2;

3: HitH % e = (¢, ¢2).

Bk 5 % HICOLA.PKEDec()
BIN: % e = (c1,co), HS;
it WHEm.

L W8d=f-comodqge -1 1),
2: fori+ 0Oton—1do

3: if =1 <d; < { then

4: r; = O,
5.  else

6: r, = 1.
7. end if
8: end for

9: HIHHm = r @ ca.

MRERRIETM. KO T COLA KEMMME IEHPE ST, Hllgr + feloo < & W, HIEF LIEHIRE
e, AT IR K HH Em.

3.3 IND-CCA2%£MCOLAKH

AR, BRI RFIND-CCA2M# 2 4 . FATT AT LLIE It 48 #2 (1) Fujisaki-Okamoto % #, {4
5] F[S], WIEEAs b ik i AL s A AIND-CCA2 224 A .

PLCOLA . KEM A, AT DURELUT 51336 k6 Fffd3e kT kR I SIA FIND-CCA2M % 4>
P



B 6 HHHEHHECOLA. KEMEnc()

BN ANHh;

HWi: & e, HEERPK.

1 BEHLE R Z Bk + {0,1}";

2: (K|le) = G(H(h)||r), HHG() NP EMBEHECR LS, K, et andEi&;
3: HH% e = hr + e mod ¢, ILEHHK = H(K| H(c)).

4: iﬁﬁ'dj(c,K)

Bk 7 i E2E VA COLA. KEMDec()

HIN: % e, AR, RS, TS E RS BENL 2 DK 2;
W LEEHK.

1: 157" = COLA.PKEDec(c, f);

2: IMH(K'||e/) = G(H(h)||7");

3: if ¢ == hr’ + €’ mod ¢ then

4 HHEEEAK = H(K'||H(c));
5: else

6: fithK = H(z|c).

7: end if.

4 IR

4.1 ZITRE
ETLWER AHINEAS], — B8R W F45H[13):

— ALK ERBEEBE M 2 5Ks, e, THAY(a,b=as +e), s,

— I L O B A U 2 A, eq, ep, HHE L(e1 = ar +eq, c2 = br +ep +
Encode(m))e RZ, HH1Encode(m ) il Em ) S F g i,

— FRE: 11 Decode(cg — c18)RIKEIH B, HrhDecode() MAfHd ek 4.

X B i WL 4 R Encode(m) = Sm. [15]. T4 T W8 SCHURE, 36 4 6 85 S eaitt 17 R4,
S LT R, g T BT LR 6 78, OUIR RIS R EAS VERE B, 495 1 oA bz |-
Jebr -+ e MNEAT LA, M7 FLIRA 1T B FE S0 K g A e M FE 2, AT T A5 LE .

RA VL BRI BRI = &, (AP, bR R0, LT DL B i o
35, TR B K.

4.2 FHEMERIE
COLAKHI 22 4, FEBFE T DUR a) 85 F R s

— FAAREMENTRU B EREMCVPIERE. 5 57 465 FNTRU M ] 3 1) R i R ABL, BATTR N
HRHITERIE(f, ), #13hf =g + § mod ¢.



h
),ﬁ#«m AT T i(rg 4 9) € Lo BRI
2" 'h mod z™ — 1

WAELp g HRAFIER(0,---,0,2,0,---,0) IBITHS I ERKE(f, g). BAVBRBERMZ 10 82
HEF].

— HE, BRREM SR ENLWERRL. 83 WS E P sil B E K ERE e, AER L
&, Mer = hr + emod ¢ THREZH Er EKUTH ERLWE HAE. X THPIRRAf —g =4, BT
CLE O L ALWE [ [H bk, A MRS PR kST RILWE i) /2 PR .

I, A(h)

5 BSRIEBKEERMERIN

NTAET M, FA145 H COLA S PIBRFAAIN S FA N S ki, Wkl Hh
— T(d+1,d) FRPr ZEAE{—1,0, 1} Hn — LR = 02 WARES, HiZES T IEN 20

Wi RER AN O + 1, —1 IO, HARBIN0;
— B(0, 1)Ko RZEAE{0, 1} In — 1 X n 2 HAEE.

xR 1. ZHUEN

| (v [qd ] 5 | 5 |[REFEHE
COLA-KEM(PKE)-587 | 587 [1024]T (196, 195)[B(0, 1) 2251
COLA-KEM(PKE)-1117|1117[1024[7 (374, 373)|B(0, 1) 2-118

FRER ST 474, HCOLA KEMMIMEE LM VE 0 U vl i, iR RIMBER A S Pr(|gr + felloo >
11, B, Ba =4, M

n—1

Pr(|gr + fello > a] <Y Prl|(gr + fe)i| > a] < n(Pr((gr + fe); > a] + Pr((fr + ge); < —al).
=0

#JEPr(gr + fe)i > a], EEF(gr+ fe)i = X1 Giok modn Tk + Sor—o ik mod n - €, W(gr + fe);
RIS 43 A

2d+2 2d 2d

Z X; — ZYi = Z(Xi —Y;) + Xoar1 + Xoaqo,

i=1 i=1 i=1
HAX, Y <5 U{0,1)). HEEIX, - Y RAAC,, i =1, ,2d, Xoar1 + Xaapz — 1 FRACS,
PEX0 + -+ Xoayo = Vi — - = Yoa — 1 MRA2d + L ANCy BRI BRI, RIFTSIERL, Z RIS R

#a,
(2d+ 1)4d+2
24+ 2 a)2di2-a(q 1 2d)ated’

HIXFRE, Pr(fe+gr)s < —a] = Pr[(fe +gr); > a+ 2], EXFEIRATAT DAFF R 1 b A9 R MOBE Al 1

Pr[(gr + fe); > a] <



6 BEREMEIH
6.1 REFE — EROBREALLE

HBE4.27 BT i, AT LLIB I 7Ly, R MCVP [ EE KR AR (f, g), TIZCVP ] 7] DL
I, A(h)O
A AREUNERL = £ (0 qI, 0) o SR AR B S ) B (R (f, g, —1) € £), Hothey Jan 4E 1)
0 Zes 1
#(1,0,0,---,0).

HBKZ2.0 ({14347, FIFIBKZE03: 4 tH 1 5 1 ) K BE 29 o2t Lomrr = 2t gmivr . fiy[6]h
B, — BRATHRE] 7 E Y, S A TR S — M N T4 T 2 2. I RATH S 158
I 10 e K B At T ) 52 % FE A R S i, AT 7R B SR Hermite R K 10, T 262 Tgze = 4.
B, RIS H5IHb Z IR RS ~ (ﬁ‘e(wb)%)zwiw, FRATT T SR A It 75 ) HUESURRH L1 B R 22 4
PE, k5 s,

® 2. HEMBELMTGE T Iy 2 4tk

’ A ] \ 0 \ b \classical\quantum\plausible
COLA-KEM(PKE)-587 [1.002365| 824 | 241 218 171
COLA-KEM(PKE)-1117|1.001242(1901| 555 504 394

6.2 REMA — REWE

ERE(f, g+ LFUEMIEAFEAL(2" - f mod 2™ — 1,2 - (g + %) mod 2" — 1), ERIELEME L1 .
AT SH FRAT T [F) A TT L) A e ) A 38 5 ks 1) R AR SR PRI s () IR TR) B2 2R B2 AN T, S5 6 NTRU Y Hh ) A 18
W ANE], SRR FRATRAZAE M — N FE A £, LI, XTCOLA X Ff b A A& B AN &8 T X NTRUY
Hh [A)AH B B i

R Hh, FRAT1E HE[10] 42 th S8 A VR & By, FEREX 7] B A 2 AT
ql, 00
Ah) I, 0

%61 01

%8B = AR AT T E AR B 7y =R )

qI,, 0 0
* L10 9

x o« I,

B =

Hrp Ly € Z2V72N. XLy BTSSR LA, FEXTHAIMOES AL, 85 e A, "RU' LY’ =T,
HrpU' R LBIERE, T & N =MAM, Y RIEAK. FERE MW MERT =U - B - Y, Hi:

I. 00 ql,, 0 O I., 0 0 ql.,, 0 0O
T=|0U 0 * Ly of-[oY Oo|=]| % T O
0 01, *  x I, 0 01, * x I,
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ERR(g, £, -1)Y ZAEL(T) HE— D

WT MAL ERITTER D g, - ¢+, WMoy + -+ + agpgr = no B < rq B, o = 1
Mi>2n+1—ry B, a; =0. H[7 }*E’Jﬁﬂ‘ﬁ, T%ﬂ
1 n—r—N
ar1+1 - 5 + # + 2N logq (5)3
1 n—mrg - N
Q2pt1—ry = ) + —aN 2N log, ().

H[10] FSEE, By = uT + @, FFH-T5/2 < z; < Ty;/2, Wity FIAT L Babaifiil 7 5%,
HIa Rk S, d1 T UL RA M & =0 &, B {7 P, Haons1—r, > log, (2) B, FATAT L@
258 fare AN, SRJE R FHBaibai ()3 ~F [ V2SR VK S FASH. DR IHEE R I8 AT I 18] 249 D9 294k Ik 1] 5 3k
DIt A, B2t 4 505 Horhs i AR A /N, 3% B BRATMB B A 5 8 I A A R T e — 1K
R (EE — M EAHER), HEE1/3 1, 1/30-1, N0, W BIRATFRFER H Grover ik
FRnEE R,

TP 24 A B TRD RN BN ], FRATT AT A A R A LR e A, k3 TR,

*® 3. WA TGL PRy 2k

R ] ] (2N b [rs [EFEETE
classical | COLA-KEM(PKE)-587 | 878 | 485 |184 142
quantum| COLA-KEM(PKE)-587 | 870 | 504 |174 134
plausible| COLA-KEM(PKE)-587 | 950 | 547 {148 114
classical (COLA-KEM(PKE)-1117|1566|1063|398 311
quantum|COLA-KEM(PKE)-1117|1610{1106|376 204
plausible| COLA-KEM(PKE)-1117{1732|1210|323 252

6.3 REFAFHEE — JRIE(Primal) .
FFELWE SE61(A,b = sA + e mod ¢) € Z™* D) ATAT DL I #%

A

-b

A={z ez |x. = 0 mod ¢}

EAME AT g™, FeBCNd = n+m + 1, BIXMEF — AN E(s, e, 1).

FIFH NewHope 173 B8 [1]: FATAT LLEREM(0 < m < n) MFER, (s, e, 1) KEIEL No/m + n,
Hrho £oRs, e WhrdE %, R HABKZ 8%k Tk BH K/, 24 AN Hovh < 62070 1¢%, § =
((wb)s 236)2“’ 0, W AT DUERL. BERE AT [~ 200, RIS ERATF AR m, b (4 & 431217 H (8]
ARRAG THZAR Y T (1 BAR IR

TEFRATARSH, A RAR) FAEEm AT, IXMBIA R A a0 R 7 =

1. MfRf —g= 2 mod ¢ KEAH, YR ZNe? = %
2. FIlHhr +e=c rnod gk Er, W ZE HNo? = %




FATRT LA A2 AR COLASRTI EoRe 2 Ve N4 .

6.4 REFAMES — *HB(Dual) K.

TEXHMBH AT, ELWE 261(A, b= sA + e mod q) € Z™ "D W[ UMiEd = m +n 4E
A = {(x,y) € Z""|Ax” =y mod ¢}, HI[1]H AL L, FIFBKZ 5ok F4KA PR o K&
YRl = 592/, X Arba” RIS AT G BE B = dexp (—2m21%02 /q?). FRILX [ 5 ff He Ko,
BATIER = max (1,1/(ve?)) AT AREIL /e MR, X Hy = \/mb Fe LY AEBAK B R
BT

RONTF Eha By, XML B A PR 5%, R etk insRd R,

% 4. NewHopeBU R~ 1 Eb 4 22 =1

’ A ] [Bt R Adi 77 m | b [classical[quantum|plausible]
COLA-KEM(PKE)-587 | primal [KEZFA[476] 503 147 133 104
COLA-KEM(PKE)-587 | dual [Vk&E%4H[475) 501 | 146 132 103
COLA-KEM(PKE)-587 | primal [TKEHE[480[ 480 140 127 99
COLA-KEM(PKE)-587 | dual [WK&HE.[490[ 478 | 140 126 99
COLA-KEM(PKE)-1117| primal [ % #[822[1057] 309 280 219
COLA-KEM(PKE)-1117| dual [fREZ%H|846[1050] 307 278 217
COLA-KEM(PKE)-1117| primal [Tk&iHE[795/1014] 296 268 210
COLA-KEM(PKE)-1117| dual [TREHE.[793]1008] 294 267 209

7 MERESTHR
S, TR, COLAKH] A I TR

% 5. ZHB(REL F)

[ EH AP WIS KEM % X [PKE% |
COLA-587[734[123[73.4] 734 807
COLA-1117(1396] 233 [139.6]| 1396 1536

BATHE. BAVEHAT & (Intel B Fi54L FLES, SGBWAE, macOS High Sierra 6401 #:E R %t) L5l
TCOLASR VL, (HH THIESLMPIRE, E17iE. B % W, BATHHEIEFMNTRUEneryptH %, 7E[F
LBHT, BATHENIZM Y. BRI EENTRUEncrypt 5% (n = 443, ¢ = 1024)7EFAIZF 4 T
IBATH ] (KeyGen: 1.62FF, Enc 0.228), Dec 0.428)), NERATCOLA-58T/A I (I RUER LS %

8 MER==FA

.
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— COLABERHwE, 2 T 528,

— COLABIEIBLN, 3R

— COLABEW LA MUENTRUS A AL, B R AANTRU M H144 B {5 B E 7E 2 Tl R 50
A7, MCOLA S i 305 BB 2 WA R =6, FILCOLA 5NTRUA A FATF5H
KR, NTRUNNZESIL NS HORI, 2240 ir, #PTE 7 UE 6, RS e LIg 5 i
EICOLAK L. #:5 2, COLA Bk EA 5NTRU SiEMHESE MRS
KT B COLAFEN N @A RA MINTRU, FATH MR & 2], fECOLAR LR IATA LA
HENE L RE HBENLZ T 0r. B4R, FRATH DO KEMS I S0 AUNTRU 1 hn 2 5k,
[F I m] LR N AEPAZ 4 (9] 5 H % i B IND-CCA 211 Iin# 5k

Bk 8 AN HFCOLA . PKE-HNTRU-Enc()
BIN: A#lh, HEm € S, Hb Syt R BN R L TES,
Hidi: % e

1: FEALIERZ Oixle < U(S2);

2: it 2% e = hm + e mod q.

Bk 9 AINEFIECOLA PKE-HNTRU-Dec()
HWIN: % e, NHRh, A S,

Hiti: HEm.

1: iHd = fc mod ¢;

2: fori+ 0Oton—1do

3: if —% <d; < % then
4: m; = 0;

5. else

6: m; = 1

7. end if

8: end for

9: $ﬁ|} Hj ‘2% E»m.

B

— SROER EARNIER 24, — MRl RERAR DT SR DT R[] R, 4a Y ATIE R 4 4, (RIS
5E 2 PR IRCOLA HVL 0%,

S 3Rk
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hope. In USENIX Security Symposium, pages 327-343. USENIX Association, 2016.

2. Anja Becker, Léo Ducas, Nicolas Gama, and Thijs Laarhoven. New directions in nearest neighbor searching
with applications to lattice sieving. In Robert Krauthgamer, editor, Proceedings of the Twenty-seventh
Annual ACM-SIAM Symposium on Discrete Algorithms, SODA ’16, pages 10-24, Philadelphia, PA, USA,
2016. Society for Industrial and Applied Mathematics.



10.

11.

12.

13.

14.

15.

16.

17.

11

Yuanmi Chen. Réduction de réseau et sécuritéconcréte du chiffrement complétement homomorphe. PhD
thesis, 2013. These de doctorat dirigée par Nguyen, Phong-Quang Informatique Paris 7 2013.

Yuanmi Chen and Phong Q. Nguyen. BKZ 2.0: Better lattice security estimates. In Dong Hoon Lee and
Xiaoyun Wang, editors, Advances in Cryptology - ASIACRYPT 2011: 17th International Conference on
the Theory and Application of Cryptology and Information Security, Seoul, South Korea, December 4-8,
2011, volume 7073 of Lecture Notes in Computer Science, pages 1-20, Berlin, Heidelberg, 2011. Springer
Berlin Heidelberg.

Eiichiro Fujisaki and Tatsuaki Okamoto. Secure integration of asymmetric and symmetric encryption
schemes. In Annual International Cryptology Conference, pages 537-554. Springer, 1999.

Nicolas Gama and Phong Q. Nguyen. Predicting lattice reduction. In Nigel Smart, editor, Advances
in Cryptology — EUROCRYPT 2008, volume 4965 of Lecture Notes in Computer Science, pages 31-51,
Berlin, Heidelberg, 2008. Springer Berlin Heidelberg.

Jeff Hoffstein, Jill Pipher, John M Schanck, Joseph H Silverman, William Whyte, and Zhenfei Zhang.
Choosing parameters for ntruencrypt. In Cryptographers’ Track at the RSA Conference, pages 3—18.
Springer, 2017.

Dennis Hofheinz, Kathrin Hovelmanns, and Eike Kiltz. A modular analysis of the fujisaki-okamoto trans-
formation. In Theory of Cryptography Conference, pages 341-371. Springer, 2017.

N Howgrave-Graham, JH Silverman, A Singer, and W Whyte NAEP. Provable security in the presence of
decryption failures. TACR Cryptology ePrint Archive, 2003:172, 2003.

Nick Howgrave-Graham. A hybrid lattice-reduction and meet-in-the-middle attack against ntru. In Al-
fred Menezes, editor, Advances in Cryptology - CRYPTO 2007, pages 150-169, Berlin, Heidelberg, 2007.
Springer Berlin Heidelberg.

Thijs Laarhoven. Search Problems in cryptography. PhD thesis, Eindhoven University of Technology, 2015.
A. K. Lenstra, H. W. Lenstra, and L. Lovasz. Factoring polynomials with rational coefficients. Mathema-
tische Annalen, 261(4):515-534, Dec 1982.

Richard Lindner and Chris Peikert. Better key sizes (and attacks) for lwe-based encryption. In Topics
in Cryptology - CT-RSA 2011 - The Cryptographers’ Track at the RSA Conference 2011, San Francisco,
CA, USA, February 14-18, 2011. Proceedings, pages 319-339, 2011.

Yanbin Pan and Yingpu Deng. A general ntru-like framework for constructing lattice-based public-key
cryptosystems. In International Workshop on Information Security Applications, pages 109—120. Springer,
2011.

Oded Regev. On lattices, learning with errors, random linear codes, and cryptography. In Proceedings
of the Thirty-seventh Annual ACM Symposium on Theory of Computing, STOC ’05, pages 84-93, New
York, NY, USA, 2005. ACM.

C. P. Schnorr and M. Euchner. Lattice basis reduction: Improved practical algorithms and solving subset
sum problems. Mathematical Programming, 66(1-3):181-199, Aug 1994.

Damien Stehlé and Ron Steinfeld. Making ntru as secure as worst-case problems over ideal lattices.
In Annual International Conference on the Theory and Applications of Cryptographic Techniques, pages
27—47. Springer, 2011.



