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1 #Es

PTATHE T 4% LI LWE(Learning with errors over rings) i % i T LACE T R
4t (L Attice-based Cryptosystems), G TRV AR E, HRHE  E %00 7o %
WS SEZR AN, N T VRS T8, LACR SR NLAC.PKERILAC.KEXH /N 6 4 it
1T VS . A ST ALACKEXH 7, A5 TFLAC. PKER T 1 3l 2 A 5
ELAC KEX A Tk % 0 2 2 M LAC KEM BT HAE Z A3 e HELAC. AKE.

— LAC.PKE: IND-CPA &I A INE 7 &,

— LAC.KEX: #3))%¢ 4= 2% AHAC b, MLAC. PKE BLHZ 3 4t 1M oK

— LAC.KEM: IND-CCA“%Z 4 [¥] % 21 £ 32 L, 2 XTLAC.PKERL H SC R [1I7U1920]
RO 475 I 1M K

— LAC.AKE: AAIE %858 He b i, J& % LAC.KEMAILAC.PKER I [I5/16] 1 fUFSXY #4
e i k.
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1. ETHIEERGLAC

[REVMERRR AR, LAC 85 R G LAC 1-28H MA L2 53 60 TAF, HueihAnsk
LA I B A, AR QR LA B B LAC B SEBL 8 12 1 G 92 1) e
AN FFA AU RT L A 7o b FH 3 v e 4 FH R AB T i) 2 =05 A,

LAC f55 —NhRAR 234 i ik 5248 52 1) 56 EINISTAH R 4 2R 1 A 913 Y
SRR H b, JFIE 7 AITEANEE AR VAN, BEA TS TRV AL. AELEINE, A1
BT SR BAREE, I A AT [24]. KR A B Y R 5 R A RRCA 2 AE B
fiE R LT T SR AN 2 A A

— o I L B R A P IR A, DL G e v B R
— SRAELHEAS R B (R S, DA G v I

MHHLELR. A AHH R LR QT

SR Ay LT OIS SIS, RN TR TR B, SR A AR T AR
Veh R, SRR o (0 T SR VEARR IR Sl A T RIS HOR E, R g
S B AR HEAR BT, SEIOR o 45t T e AT ST AR T SR AR S,
PERESHL, ARINABE A oy 38 S, SR Ay A0 i T S A B



2 FEENR
X5 T SRR T R SRS BV, DL S TR I AR

2.1 #HFidS
EEMIERE. MEHNG BEFERR, flila. MEaEERHa R
EXméEFEa = (ag, -+, am-1), FLHRT0 <i <m, a;72alI &N E.
YT PR EsHméEn Ea, Pls - aRn I, HbalJ&EDrEH#H s, B, s a =
(S'(I07"' ,S'Clm_l).
XTméEmEa = (ag, -+, am_1) FHAEFEELLL < m, & X(a); = (ag, - ,a1_1).
AH IR 2 B (1) 1) & ] LA gy s AR, B, XTI mgE R Ea = (ag, -, Qmo1)
b = (bg, -+ ,bm_1), a+b=(ag+bo, - ,Am_1+ bm_1).
FEFE R RS AR RERR, Bl A. HFE AR B H A RIR.

. MEKEHUECEER M TmdmEr = (11,10, ..., 2m), FLLTEEE X
Mzl = S0, |l LIEE, WEJLRATEH, & XN ||zl = /S, o2, B HID
Hlx|); ToF5TEHGE A2 = max |a;]. HFE K B OhH A 1 51 1n) & 5L,
B, 1XC )| = max ||z ]

gisk. WFHESS, Mo & SFRMNShSIBbER Tt Ee. WF 94D, b & DFE
TR MDH SRR BELAE B, 3T BEHLELIEA, Bly & A(x) R BATER Ao L (% I
Yy; A FIEAZRTER), WLy < A(z) EoR.

REEH. SRERLH, QRRE B, 2R X T8 > 1, 2Z, 88qlM
ol RKI, HZ, = {0, ,q — 1} X THHn > 1, & X" + 1B L2 000F
HNR = Zlz]/(z" + 1), & LRBRAZ,MNZ AR, = Zy[z]/(z" +1). Ry ITHRKIIN
AR B 2 WA A SR

FHREEE. W THALRE S s, 50 € {0,1}7, 8 LCEATIPHE A 51| s0. 58 LR s
KPEAs|. A A TRASTE m i Bk S M e & 2 ek 3EoR.

2.2 1 REFEMEE)RR
BE3HBIE. EXHEB = {by,...,b,} € R™ ™A R mdEmkk AN

A=L(B)={Bx:xzcZm},

Horbiby, . by, NEMETC R ) &
XEFm B A, 2 SO

AN ={yeR":Vxec A (xy) €}



qTUA&. K2R E 6 T AT PSRRI B, RN oo A X1 1L 3 Hn, m, g1
BENLEEROERE A € Z >, 58 L T m etk B8

A(A)={z€Z":3s € Z; st. z= As mod q};
AH(AY) ={z€Z™: A’z = 0 mod ¢}.
RREMERIRE. € KA R AR 1 & AR A (A). A8 b e AR I v 5l i B 5
[ 5[]} (SVP). 3l A5 FH A2 SVP IR T- 28y > 1H0IE IR TE.
EX 1 (HBRSVP,) S AB € Zm*"Fay > 1, KElv € L(B)#||Jv|| < v- M\ (B).

EX 2 (GapSVP,) 3 Ty > 1, &RIMAM(B,r), LB e Zm™ Amishkts gk,
Hr e Q. Flif: EXN(L(B)) < rW AL AYESHEH], EXN(L(B)) > v - rM AL ANO%
1.

VERRIN IHET, 58 USRS RN RN, (A) N — NN R, R AR A AN i
Z e LM TE IR A B A 2 1) 5 TIE 9K R) & i) (SIVP) B FL UL AR, BA Ky — uSVPIA]
g LR,

RN 3 (SIVP) % R ith kA 4948 B € Zm<m, by thn /™ B0 % 49 46 18 09 &
B8 = {s1,...8m} C L(B), #£1%|s:]| = \i(L(B)).

EX 4 (SIVP.) M Fny > 1, S RmiE bbb £ B € Zmm, i hmA & b £ % 8
e BHELS C L(B), #42S| < - A (L(B)).

EX 5 (y—uSVP) 3Ty > 1. BHREAFZN(A) > v\ (A) B, FRIERGEu € 4,
#%43|u|| = min, ||v].
2.3  (W)THHEIRE 6]

AT K B 23 JE T 48 110 28 1 585 B0 925 R 85 A 0 e 80 R 3 1 A A AR R = ST )
(LWE) [29] K& HAR T #3811, Bl 142 H ILACE S R G5 T IR LWE [25] (1) 141 5 A

EX 6 (BELWE) 4n,m,q A E¥K, xa,Xe NLLHT. %52 (A b= As+e), K
wEAEs KP AL L EhEs &, dirtge &7

LW EAR 3¢ ) & B 5 1 A DR X () 2, BB T T3 ) GapS VP AISIVP, i),
IR 5 28, m, q UL AR RIS 1R R B (1) 20 AT X s, Xe K.
EX 7 (FIELWE) 4n,m,qh E¥H, Xo, Xe NLLEE 5T . RS ATAAG T :

- D() : (A,b), —I%
— D1 : (A,'LL),



AFb=As+e, AL, s X2, e XU, u L7

LWE 1) 8 WA FA VS RRAS 2 22 T =56 1 11 26

FERLWEH, #8552 (a, b = as + e), Ha, s, e NHAITLER. H KIS L
ML TRIAR, = Z,[x])/(z" + 1), Hhn @& RAYEE. Hi R, FHISRLWERHIFR
HAipoly-LWE [0], HHiLho & v Fokv € RIGEA REIIHIB A i . 7ELACH AT
ff Fpoly-LWE. 2 LWE{R 1% [ & 3P 5 T 2R ESVP, a8, 1M A& BEALA.

] B L, BATE A LWES: & H & X, B 2 KR, = Z,[z]/(z" + 1) b
fpoly-LWE.

EX 8 (WERIFLWE) 4n, ¢ LXK, x5, X ARLAODH. %% (a,b = as +e), K
HiEs, fPa R, #%s & Xs, 5Eike & Ye-

EX 9 (FIEILLWE) 4n,q A B, xo, Xe FIRES DT, RS AT AN

- -DO : (a,b), —1—5
- Dl : (aau>y

3 3 3 $
H¥Pb=as+e, a R, S Xs, €4 Xe, Ut R,.

2.4 ST AIRENEAE
BE5%H. © XEEX EWES A AU (X). B, R, ERIE545 MU (R,).

S, () LWEH (KRS A R 08 5 KA B = oA, — it s o A 2 85
A1, FME A B R HOE (IR

po(x) = (V210) ' exp(—ma?/2m0?),

Hrho JbrifE 2.
Z. LW B s o3 A 8 SN
Vo € Z, Dy () = z:((;))’
/ﬂ\:EPPU(Z) = ZyeZ Pa(y)'
Z.q b B I i o3 Af 2 SO
Vi € Zg, Dy, 0(z) = > Diol(w).

w,w=z mod ¢q

DTSR T R A 0 KR I 5, SO (B o th 7 R 92 P e B
S G UG P D B, 4w, D =BG, B MR, MR RN, /T,
TELACH Bt oh, T T I S MO VR 0k 0 5043, 4 IR o Ry . B 3L F



EX 10 (1) FH(a,b) & {0,112, H¥rha —b. SRMEOMHBEN L k169 mE
BHL U IE R0, T ERL.

EX 1L (0y) FH(ab) & 0y, Hidiaxb ZARMHOMBERD Ml 10BEH
AL W EHEA0, FEHL

X IE# K n, D Romn B[R AT, Ko i S8 IR vk
PRI, BEALAR B n ) 73 5 (0 A B A S S ).

A, FATTE 5 SCJE 5E ) B n FE 0 IO AT, id e, Koo < h < n/24
B X T AR BE 2 A B B B AL AR &, L0 R E O O B Eh, B E
NV =115 BRI b/ 24, AR 7> AN ECAN — h.

BEARAE. € Sl G ESamp Jy LAZE TE Bl 5~ A 23 A PR BEATL AR B R o A2
x < Samp(D; seed),

Hp DRI, seed 2 T RAREa BN T, %t F 25 Fh Fseed = ¢, % 52 & DA
HEARENL. 75 W2 (P RAEXT T 48 [ 1 seed &b A2 1 2 1.
LA
(z1,29, -+ ,x¢) < Samp(Dy, Dy, -+, Dy;seed)

RGP DR RENLAR fra O AR, Horhl <4 <t

3 WitIRIE

LACHI & TH 25 RE 1 AE

— A
o FETILWER) AJ kB 22 4 1
o HEHKPLITA CANBLH.
— RR:
o I
o EPHAIE LRI/,
— IEMRTE: R R A
— Rt G T AR 2R NREE R ESHL

SR, RLWER) R PE 32 2R R o MAEREn PE, Hoba = 2V2m e E B (1
it 72 o 55 5 ) FIASE K (1) AL, DR1 Ok T 38 A ARS8 1) R 43 1 23 SC . AR 8 [315112] - (1)
ST, EE B 4EEEn 20 = 5121210 = 1024. 783 THILWER) /7 % dr o ffi 28 = 256.
XX Een IR, N T AR (NTT) HiARRIET 2 TRIE SR, 2 & T
IRLWER) 8 77 & ik B % 1228988 7681 [TAUSR]. s Fx b, XA q X 48 i £ IF
AR TR AEMENERE.



NT I TT S AR S BUE R, BRATI B B AR IR B R AT R/ A
BRI T . R, LACTE FE = 1 UL (54, il tng = 251. [FIN, EHFERE 1)
W5 A, (I EUE AR A . RERATA R FANTT R ik £ iUk, i
FREBA N TR, FRATTAT LLEE T F Intel (N AVX 248 A48, 78— M54 A I Ab 7
ZANFIFIE L, WA,

NT RGBS R R ISR, FRATTI AR B R A {—1,0, 1} L 0 000 A,
ST S B AR 5 R 2R 2 AR KL O T AR I — 1) A, FRATISE FH K 43 2H K B A
KBRS 15 %, Bl a0 — JuBCHAG. JR U b, AT AT B AT & 5 2 5 B8 1 1) 2 5 65 & T DL
TELACTT 1, #linGoppafid, LDPC #5555, Jy 1 2k fo i) B B 2 Xy, FRATH A8 A [ e
PUBH B B A FE AR IR

o A P R M 2 = 1) R v, R T SRS IR ) 2 A g, e L TR 7 X0 £
ANFEMLEEEn. (BN THR, = Z,[x]/(x" + 1), Hn 2007 T, wE B HniR D, 5
Win = 5128n = 1024. N THRUEEANF 220 EH 0], AT {-1,0,1} EAF bR
ZEWTH 0 I AT 25 2 P m R I R R ST 22 A 1 FH 25 SR/ INII AT .

BT B AIND-CPAZ 4= M 1) H i 8 87 0 %5 77 %8, AR 4% 5 15 30 Wi i) 25 4 28 ¥ 77
. AT HFO#E #1122 T2 [17UI8IT9I20] K 43 BIIND-CCA %2 4= 1) 25 B B 2 L, I A
FIFSXY 45 [TB[16] K A3 2 AR 25 FH A 4 bl

4 BiEiEA

AF B 45 B LAC KEXZE S R Gt R, /B35 FE At 3 50 28 # 57 7E LAC. KEX A IE
A ¥ BVELAC.AKE. A T 58 B FEAl 5 8, A RS TLAC.PKER T A W

=5
RS
[EE)
NS
/ﬁ"o

4.1 LAC.PKE

IND-CPA %4 A AN % J7 ZLAC.PKEZ A LACE /Y R G LR, Hrpa =4
Bk
— R REEKG, I R,
— IS BEEnc, WP R
— fREE S, Dec, W BEH PR,

He. Lo, B X EHRIAR, = Z,/(a" + 1).
S S AR MO{0, 1o, BEHURD T-22 19889 {0, 1}, Foehil,,, 1, LA, 2
B G .
S o P S 3 9 T S A B A, R AT A 0
Fn T s A A0 3 B M LA A A B R 40 .

Fi2FF. 2ECCEnc, ECCDecy 2 fif ALl ) 4 B4 A1 A A% 7 R2 /7, T HEATIH Bom €
{0, 1} B R Giftm € {0, 1} 2 1A i A2 e, o iAo it 1K 52, AR AL A4 1Y
SHOEE.



BORMA.

HELAC.PKE. KGRENLAE Be— X A FAEH (pk, sk).

Algorithm 1 LAC.PKE.KG()
Ensure: it —XAFH (pk, sk).

1: seeds & S

2: a < Samp(U(Ry);seeda) € Rq

3 s & gk

4 e & wph

5: b« as+e€ Ry

6: return (pk := (seedq, b), sk := s)

HIELAC.PKE.Enciii A pk A1V Eom, ABENL #seed IN% m. H 12 ECCEncl i
Eméitd ym. Yseed RIE IS, FIEZHHLIT. T, X T4H F K seed, FIEEHE 1.

Algorithm 2 LAC.PKE.Enc(pk = (seedq,, b), m € M;seed € S)
Ensure: HiH% e

: a <+ Samp(U(Rq);seedqa) € Ry

: m < ECCEnc(m) € {0,1}"

. (r,e1,es) «— Samp(T" Wit Wl seed)

ci+ar+e; € R,

i g+ (br), +ex+ 2] -m e Zfl“

: return c:= (c1,¢2) € Ry x Zl

FLAC.PKE. Decliii N sk A1 e, R Xt N H B Sm. Hd 72 FFECCDeckii A\ 2
0 B TP RS P RAD, S RS 2TH Em € M. MBS E RIS, FTiR[ElH)
HEMAEM F.



Algorithm 3 LAC.PKE.Dec(sk = s,¢ = (¢1,¢2))
Ensure: #ith ¥ 3Xm.

tu4—c1s € Ry

D m—cz — (u), € ZY
:fori=0tol, —1do
if 4 <m; <3l then
m; < 1
else
m; + 0
end if
end for
: m + ECCDec(m)

: return m

© 2 g w

— =
= O

4.2 LAC.KEM

IND-CCA % 4= [ 2 5 EH B LI LAC. KEM 2 X IND-CPA % 4= [ /A 83 I % 7 26 LAC.PKER
F Fujisaki-Okamoto’% # i 5K [I7U19]. iX — J5iEFERS)H X, HAE 2 AT E A,
8.

LAC.KEME, &t~ =ANH ik

— B RIIEKG, SLAC PKERIEHIAE BT, s s,
PR EEEnc, E IR T
~ REPEEEDec, WE BRI,

FFS. LACKEMAHE & b i T 1940 5 5LAC.PKEH AH AL e 4h, 3R ATTIE {# Flhasheq
G : {0,1} — S € {0,1}FH : {0,1} — {0, 1}, FRBEITFOR e fl A Bl 3
P, Hobl Ron 2GS A KR, v DUBE 2 4 200 i A2 4k, AELACH FRATT a2 1
Bl = L. GRIH R ARG PRK 178 ST 2 1 .

HELAC.KEM.Encliii N pk 1l -Fseed,,, ZE R B, F£Lhpk, mA m A= B HIBEHL
Hseed il FILAC.PKE.ENCHIN%m.

Algorithm 4 LAC.KEM.Enc(pk;seed,,)
Ensure: #iiH—X % CHE 3% H (e, K).
m < Samp(U(M); seed,) € M

seed < G(m) € S

¢ + LAC.PKE.Enc(pk, m; seed)

K < H(m,c) € {0, 1}

return (c, K)




fit B B 51 LAC.KEM . Dectit A sk A% 3, a1 i H LAC.PKE.Dectk B8 5. B J5 F&
T I EE 0 R IGAIE A 2 ) IE AP, I E S, HaR e, B0, HAE AR
FESCAE S — M BE AL 216 281

Algorithm 5 LAC.KEM.Dec(sk, )
Ensure: HithifE K.
m < LAC.PKE.Dec(sk, c)
K < H(m,c)
seed < G(m) € S
¢’ < LAC.PKE.Enc(pk, m; seed)
if ¢’ # ¢ then
K < H(H(sk),c)
end if

return K

4.3 LAC.KEX

MIND-CPA %2 4= i) N %5 75 ZZLAC.PKER] B 8215 34k 3 22 45 B TE I IE 25 4 38 #e
WLAC.KEX, R pis.

185, LACKEXKHii& b it it 5 S LAC.PKEH A [E. b4k, Fhashef 3 H : {0,1}* —
{0, 1} kA a1l B, Horpl R il B I RE, 7T LABE 22 400 T A2 1.

2. LAC.KEX: S T4 JC M E 2 A8 3 b
25 LAC.PKE 60
H:{0,1}* — {0, 1}

Alice Bob
(pk, sk) & LAC.PKE.KG() k
r & {0,1}m
o & LAC.PKE.Enc(pk, 1)
r + LAC.PKE.Dec(sk, c) K < H(pk,r) € {0,1}*

K « H(pk,r) € {0,1}*

AR, FRATTHE AT LA B B2 L AC. KEM A 3 4 312 4 1 2 BH A8 # Bl

4.4 LAC.AKE

it i [T5UT6] A Ff93 F F5 HHE S, W] LAJEFIND-CPA % 4 A BN J5 % LAC.PKEFIIND-
CCAZ A HE BN HILAC. KEM i AIEZ 8138 #e i i LAC.AKE. LAC.AKETE Canetti-



Krawezy kB bz 4, FA S5 22 A [T0], 777085 493 B F6 B0 (KT, LA K
it 5 it (MIEX) [I516]. s o B .

3. LAC.AKE: ZT# I AERE A H bl
28 LAC.KEMAILAC.PKE) 3t BH
G :{0,1}* — {0,1}, H:{0,1}* — {0,1}'*

Alice Bob
(pka, ska) & LAC.KEM.KG() (pks, sks) & LAC.KEM.KG()
AN pka B AH: pks
FRASFAEH: ska FPARLEH: ski

(pk, sk) & LAC.PKE.KG()
r & {0, 1}
seed; < G(r1,ska)
(e1, K1)«LAC.KEM.Enc(pkp;seedi) pk, c1
K1 + LACAKEMADeC(SkB,Cl)
T2 <$; {0, 1}15
seeds « G(r2, skB)
(c2, K2)<—LAC.KEM.Enc(pka; seedz)

Ky & {0,1}!m
2, ¢3 ¢s & LAC.PKE.Enc(pk, Ks; €)
K + LAC.KEM.Dec(ska, c2)
K3 < LAC.PKE.Dec(sk, c3)
K+ H(pkA7pkapk7c37KlaK25K3) K «+ H(pkAvpkB7pk7C37K17K27K3)

5 BYIREF

JUF AT B2 TS 1 A BTN E A S SRS 07 %%, B T2 FNTRUR LSS, #RIEAER
ARIHEZE. Oy 7 ORIEE ATIER 224, A VF 2 0T34, A, BRRAR IR R Eie. AR, X uk
HAR IR AN BRI S HULE B R T, B, AT (8 LWER) 7 ik # B A S HUR N
JE SR FE P A S A, R VE 22 U7 SR RO A SHLACH B S Rk £

5.1 1B

MRAELACH) BT R B, P (RS 32 28 H bs. QAT i, S B AN SR/ 1 B
2 EANRE A LR E . A 200 70 IR I, 4R B n A3+ 0 A R, PR AT 3 BAREE /I
TEBOR FEAR RN, (H R BB AR A, ERELE R, LAYV 205 I %
FELACH, BATIESE 7 FREL. 72 K2 U B R A S H e, KR ¢
NIV SRR, WA TSP, s m e T B N, R R AR BT
FEC R, JATHBE T =Fh 7 1T AL



— 2R, Bllg = 256.
— Z#g=1 mod 2%, Hlg = 257.
— NI ERKEREE, Wlg = 251.

B, M AR RIS I R, BATIESE 1 g = 251, [FIIF, ASCILART A
&, q = 256, 257 AT REHT RS HURIR, 1K FATTAR K AR ZHRZ 1 ) A

5.2 FEFMERSH

ALWE I R AL A R 70 AT RO 4% 2 B AR PN RN 85, A ANERHR 7R 222
5 R UL ARUEPNLWE [] 3 (0 PR HE A LK, BR8N R 75 2 A2 06 /) DA R AIE AP 85 B35 ) I
. W WLk P B R i A AR IO v BT A SR 7R AR KRR, R HL
e DATE 5 50 TR) A S B 4 LA P 2 SR S BT, F 5 117 i %) 0045 38 st e i .
U, FRATIE ot T A

TESCIL Y, R 2 09/ /2000 R0 I 43 A 1R AR s ON T RS (b — by), B
Hiby, by € {0, 1} S0 BEHLA B ELARF. T PRLWE FO R 3 4 3 582 P 4 J8E n R - R
PR PE, AT 71 G, BRI TR R A, fF iR B R AR 1S
ARG R, TRATATFATT AT LA e 7 B ) rpole — 30000 A, RIAEFEN = 1, BRI BRI IT
FHOEILD — b4 A, Forhd, b S AT BENL A ERE. X REAF B A0 s I 43 A Bt i A
(W, Behth, FATE A A B/ ol I AW

1. ¥, : Prlz =0] =1/2, Prlz = £1] = 1/4.
2. Wi Prlz = 0] =3/4, Prlz = £1] = 1/8.

FELACH, O 1 8 b ey PO B B ey, AT T A IR AR 7 s, e, 7, e 1 11
SE D R 5 PG IR AT, IR IR (7] B e AT [F) 23 A7 ) n 5 AP0 — T 5y
Anwy . HJRRIE T eo %t i DU B I AT UM, DRI 3RAT T e (o ISR R0 B v Y 4k
SLIR) G A BB ot ISR

5.3 MREBIROH

R AT TR, HE R EA PP, 55, WESCHIRE A S T,
BEJE, MRS IR Em. B8, A

m=cy;— (¢18)),
= (br), +ex+ []m — (e13),,
= ((as+e)r)i, +ex+ [{]m — ((ar +e1)s),,

= (er —e1s);, +ex + [L|m.

Lw = (er — e1s);, + eo, WA MMM IRFE NS = 1 — Pr[—|4] < w; < [1]].
s, e, r, e, et WIRHEZE Jo, BB O/ A b BEATLZE B, TR 48 o 0o b PR s 2
w, (953 A 5 BT B N0, ARiEZE o2V 2l m i A, DR, REAS TR (B 1R 2R AT LA



F R R R HOE NS ~ 1 — erf(ﬁgéf}m). Blhn, 3 Fn = 512,q = 251, - 4il;, bi

2R = 1/v2, WHEA LRI R FE A TN

0~ 1—erf( [251/4]
V2((1/+/2)2y/2 x 512)

B RBCHIY IR 2 1T DAL ANHR, BT K AL, = L, Bwf R0 AR,
AT LAV T4 B, HE R RN

ax Y ((l‘.’)éfkl—a)lv—f) (2)

j=li+1 J

) ~ 2—13.195.

DA _E Ay B r X T L A U0 AT A (R B[R] AT (AR, BATT IR A 1 [
DU 5 (R B RO I A o AR AR (18 0 B S A R B R ER A, A B
BTV IRIE .

5.4 2$815

LACH = 15 G 5 50y >k 17 AR & I8 2% B R 26, 8 3 010 A 4 5 1R 49
D28 DA BE b T 40 5 A A R SR DR, FRATT T A s 0 A A T s fE RS
A V2 s B AY, Bl nBCH, Goppa, LDPC, TurbofiPolar. JR N I, /& HA &
% 24 455 B8 77 10 9 i B W LA A AELACHR . HE T 7 v R0 280 26 1) 28 R, FRATT A SE 3 b gk 4%
7 BCHHS,.

KA, VTR B, < 1, FIBCHAS, AT FH SageMathH1 1)
“codes.BCHCode(GF(2),1,,14)" Kik ¥ BAA S ¥

5.5 HHESHLI

BATHERE (K 2500 ¥ B n =L o

BTl

nlq| dis | ecc | lm | pk | sk | ct |bit-er|dec-er]

LAC-128] 512 [251]wr, w2 | [511,256,33] |256] 544 | 512 | 712 [2-1261] o116
LAC-192 |1024|251 wg,wf’% [511,256,17] |256]1056|1024(1188(2722:27| 27143
LAC-256 1024|251 wl’zwf’% [511,256,33]4+-D2|256|1056|1024|1424(2712:96| 27122

dis BB AR ecc 255G

lm  HEKE sk AR

pk  AHKA ct LR

bit-er A 245D I ) B LU R R dec-er fF#ZFEIRER
& 1. LAC.PKEMIHERE S %



B, X TR 2 G LAC-128 15 22 4= G I LAC-256, FRAT1 53 A 4L fEn =
512fn = 1024, I fd F JE b 8% o Aiwy . 55T 18] 22 4 2 HILAC-192, FRAT1 M3 F 4k
FEL024FNBE /N HT 1R 73 AT .

BT ESE PR, AN T5 58 2 E FH RAR S ou RN & 7 A8 F I 21 55 4H, M4 %2
R BN B KEMCEY. N7 fHRE N, AT a2 n# s EH B KE
256 EL .

BCHS I S HUERR 2N T I8 BI51E MR 2 A5 %, IR ARt fE. 1 2%, BAIT%
B, =256, 54 EKEHE. XFF1, =256, /DAl HBCHIG K, = 511. fe)a, T
1K %2 4= 90 I LAC-128F1 i 22 4= 2 ILAC-256, FRAT1IEFR L, = 33, W] LA £ 16 EL 4 H 48
. AT E 2 RN LAC-192, ATk R, = 17, W RAA & 2 8L R I A . X BCHAS
(13X B PP S HOE B SR 1R TU AR B 43 & 18 FI9F# 5.

TS R B 1R 32 8 B A B R U S RN T 18, 8 T MBS R, 1R
S, BATE F e REIMRALLERE. 1X 3 R T HSMA[—7,7) L1355 BEL(TE
WLWER® ).

AN FE32F AT (PP Tseed,, LA Kn= T A &b, FARH ns 77 M &, WA DL
17327 5 [ B 7 LA AE e A BH, AT S5 /N A7 il AR 2 W% 5 T e 2 0 .. 4 fif
HFFujisaki-Okamoto¥% i k15 2| CCA % 4= ML, FVEH AL FEXT M AHH, 15 %
T DLE 0Ok AS A S A . R AELACHI CCA % 4 1R 25 AH B 2 AL FABH K
/INA2n + 3257

e, BT M Eer, YLK H e ML EE I 705 (H T e BA REH
(AL R E IR, 6 FLAC-128B 8048, 1, = 1., + 18 x 8, P18 UL K/, XF
TLAC-192Z2804E, 1, = 1,,, +9 x 8, HH9 R ITUREHR K/, XTLAC-256, T4 H
TD2%ih5, 1, = (I, + 18 x 8) x 2.

6 TEMTH
6.1 EXkzeMH

T A2 4 1 = B B M LACEIIALWEAR % (1 %2 2 PR32, DL MIALWES] # 48
& b %) PR HE [ R ) U 24

MR 22] H 14518, LACHIIND-CPA % A PEIR AR 5 3 21 B LWER 132 {1 FH Fujisaki-
Okamoto, 1] LA7SBILACTEZ HLEA ML 5 B AN & B AL 5 A H 1 IND-CCA2% 4
PE. B B B RS AN e e VR VA 2. AT B VA2 B 405

6.2 Airzst

KT LACH B Ak 22 473 v, JATH I LWELE 1L E Z 40T O R i 1038 F 8ot
XL ALWE [ AN 35 8 I LWE [ 8. 3X 26 e K 5K 3, Gl oA 5 1
B BEAL, FATE G R X LACH R R BT K FY 2ok, R 3 380adi A v D B R I
.



6.3 BRAXT

AFAEVE 2 fR R LWE in 8 )38 FH 500%, [BIB0] R 48t T X 8 R I 25k . v fie
MBKZFIL M S Bl [T L 5548, A A AE I o SR ROR TGy fal Skt I, 240
F R 0T, AT BT RI FMNTGE, REH B U GG BeE R . &2
gt T R e ) 7 A kA

RiERE sBRE
BT[HRANZH[BT SR
LAC-128|| 148 | 135| 509 |147|133| 505
LAC-192(| 288 | 261 986 286 | 259 978
LAC-256(| 323 293 | 1105 |[320]290 | 1095
G ARERE BT RTHAGE
*® 2. LACH A fh 24tk

ik

28

[RIATE.

R Bt B NLWERE A hgis — AN B A uSVPSLHIHS; BE)E, {8 I BKZHE %
PRIZAZME— R ) . SR, 43 ELWESEHI(A,b = As +e), A € Z™", Hirtk4E
&N

Ag={x 2™ (A|I,| —bx=0 mod q}.

RS KAE, HUsMe RN, v = (s,e,1)ZuSVP KR Fln, s, W
R AL Hovh < 0%t s g/ B o R AR LB B 4 A BRI 2, 6 =
((mb)/*b/2me)t/ (2=1),

B 5338 33 U ) — A T P2 P 25 S5 Vo0 7 48 bk T A T A e 4 (B
S HR /N JIb I T 04 65 B 160 0 0, 91 D () %6 0. %7 1 B BK Z-core-
(Q)Sieving, 304 2% i FUMK M T BIKZEL 1 7 4 W — 7 I 7 5 10 4 Be 4 b, 1R 42 A,
SVPIf 2 X G I B S 2B /372 e 20292 b /13/9 ) &

20.265b

SHELE.

TR BT T, B ST A R IR () S G R IR AR R, B ST O A R R A )
SELWE . 47 ELWESEG](A, b= As +e), A € Z7™", WG4 N d = m + nff) Hix
%

Az ={(z,y) €Z™ xZ": A'z =y mod g}.

FFE, e, BKZAT LA Bl By = (2, y) of length | = 64 1¢"/4, HrutbAll
YIS AR 2 AR B S oNe = dexp (—27%72), 7 = lo/q. XML B 1 € LWE 7] /.

FAL T IR AG T ke, 04 Brats 1 2 AR 22 4 1 [F] R KR T BKZSE I B R . 2l
FIBKZ-core-(Q)Sievinghtf # 1 &: B ] LUK A E R R = max(1,1/(ve?)) ik, MM



R eBOR RN /2. XA FAEXS B R UL L TCHA, BUAIRERS = ey = 2020750 A [ i
2 R T R R

ZEMAMT. BAE A0 (B ) IR A R B ZAR AU & R AG 17 SR 2 4 1k
BKZSHFIT 7 1058 BRI LA Rt R 1 2 A A v i 220 .

6.4 ETRHIEH
T B 1A A 0 BT 1R PR A e B R B R e T — M B

FIIE. B CAAE 2 IR, 2 M LACH ARVE 9] H Alperin-Sherifff2
H[27). ks = 2510 2" + 1 A T

2"+ 1 = (2% 4+ 912™* + 250) (2™ + 1602™* + 250).

B 5 2, AAAE R Z T ghE ATk, Hbg = 2n/2 +912"/4 + 250 Hh =
a2 4 160z™/* + 250.

455E (a,b = as +e), BEIETH ERAFA, 7TLIKE (s, e). M(a mod g, b mod
g) RUIKE (s, :== smod g,e, := e mod g), ¥ (s, e,) WL ZJ5AT UL H [E
REBEEWRL (s, €).

AT LI HI SRR ST, R BT S R BB, TR, BKZE 44 R
TG AT BE AR, BRATHI AT TR, T3 o B (9 ) 8, (s, €,), B R T AR s kX
T SR ) B RE . et 2, RIEERT DAYE 48 LR ks B AT A S 49 B0,
PR H AR . BRI PRAR T YRR, FIRT I T (s, e0) IR/ ((s0, €0) 2
). BRI, (s,e) /& REAE{—1,0, 1} IRB/NZ TR, i (s,, e,) i R EOE 5 A5
7£{0, &1, +2, £91} 1. Alperin-Sheriff 8!, ¥is and eFeLh11, (s, e,)FIFTH RECK 5
A fE[—25, 25] X [H].
LA =[A,I|11 x b,|, HH A, KoRa,ERIAERE, £z = [11 x s,4]11 x e, — 1]/2 Az =

0 mod g E AR, WIFATAT LUE A R G B K R 2. T, 83 738080, R Bt
UPE N = 2n + 1A = n+ 1. T ARBENUERE, @ooks AL (A)rTHE A BELR [12],
U AT DR s i R R A i 1 5 R T R P

.

A AJ_ ~ m/d .
1(Ag) ~q 2me

fEn = 51281n = 1024}, A M2 RSBl TH53 1 2h86.36F1122.4.

T 7, BAVE T B AL T2 K. AR o0 R e B, 2 K BET IR A B EE
Wi An. e RIRATHI ST, 255 LAC-128 Bl M A IAE 77 22 %5 24 (253.59, 6.9) 1 1 i 73 A7,
STLAC-1924/(253.26,6.29), XTLAC-256v279(358.42, 6.86 f]

LS 2 SageMath 5t 6 S B 1 5 2 100,000 BEHLREA TG . %5256 3468 T4 4it
BE B HIESE; ZH M RS R R R E R E.



AR, BRTT SRR AL, 2K EE Az = 0 mod ¢ffIfEK. BRI 2 9 120 )4 1)
B 2, WREAE G, BT T L E B R RS IS VP S, Ak
EXIpGICE S

S22, LR BT IR LAC (2 EEE e .

EUNEERE. IV EE U PR R SOy, bl R S (R AN
R(r, e MBI EE T RE S M T IR UL, UL n BRI . D Anvers3 A AE SCHR [13]
IR T R R T R E D EE R AR, Y T R RO R Sy, FAE DT R
T 5E D R I n EE O A B, H AR RSO 22 2RI

7 BUESCHIANMERE

WIRT AT IR, LACH H & — S8 5L T BRLWE ) A 80N 25 07 10 3 X BI4E T IRA T
SRR THENTT. X — ¥ FATE AP ANLACE BB S2 I 7 %, aL358 ) 2 0 ok
5, UL T AVX2 $54 (st s2 Bl

7.1 ZIAKE

Z WA TS LACH) LB S bE I Y2 5. /£S5 L2 Ah, JATIR AL T w A i
GAES

— AR A: H B, T Mk 8{—1,0,1}, TeIEEAETT LU IZ LR
fJAND IZHRIZ H 2 Na; x 1 = a;&0xfMa; x 0 = a;&0x00. AN, FAlT0] LK 475
TERE—Puintes tHHERA. XFE, ZIAFEL Nas =30, _jai— >, ai
Yq < 2560, it AT LLESA REGT B — Muint64 t Bt AT KA R
B, Kl A AR A 2, NI FTERRIR AR G PATHIZ 5. IXFERICR T
f.

— EFAVX2H My A: AVX2E F AT AT DA Ak BE256 Lt 4 1 £ s 2 8. FRATT AT DA7E 51
A mm256 55 F M A A7 324 R AL, - F A mm256 _maddubs _epi 16§ 4 7E — X
VEHHEAT 320K FeIE AN J5 1 INVZHa . FH X — e Ad mT 15 2 29 3065 f s

7.2 4$ERD

KT BCHEE, AL 7 Tvan Djelicf)id 5230, Sk H https://github.com/jkent /python-
bchlib/tree/master/behlib. 4 [ 7ELinux M Windows™F- & F #fe 2w 1%, FA1 24 1 “beh.c” H
[ “endian.h”, F1E “beh.c” H EL#EHR fithtobe32(x) B AU “EBADMSG” 5E X 1) S

N G DR R R R 2 S B B I TR 22 S T 5| R AR I ity JRATTAE SRR A R
At 7 BCH 3 AU [ S2 B, PAEAE 7 EHiE E Bt i S8 .



7.3 FAENR

X —E Rt T LAC.KEXHILAC. AKEY: B, MK & ubuntu 16.043 1
A4, Intel Core-i7-4770S (Haswell) @ 3.10GHz 4 2%, 7.6GB WAF, I25H T Turbo
Boost fllHyperthreading. L N &4 H 7 LAC.KEXFILAC. AKEZE M FI AL Se BRI AVX 2
SR B A R N AR (1 1 R, T CP U AR AT I TR 4K

e AERSH BAERSHAMBIEH| A EREEH
CPUJE | e 18] (0RD) | CPU A | B8] (348D ) |CPUJE 39 | B 1) (43R5
LAC-128| 124915 | 40.28 194118 67.24 122355 | 39.47
LAC-192| 335083 | 106.20 | 438204 | 144.63 | 309896 | 93.80
LAC-256| 382627 | 124.23 | 636997 | 204.80 | 338993 | 108.25
< 3. LAC.KEXTil F b se it g
o A RS H BERSHMBEEN|  ALbE%ESH
CPUJE | e 18] (0Rb) | CPUJE | B 8] (33080 ) |CPUJE 3 | B 18] (43R5
LAC-128| 343781 | 109.24 | 787272 | 246.49 149.11 88.07
LAC-192| 817978 | 264.99 | 1758419 | 570.17 |1160448 | 361.70
LAC-256 | 1030652 | 329.97 | 2294556 | 758.78 | 1361676 | 443.22
& 4. LAC.AKER M LAk sz a4 A
o A RSH BERSHEMBEEH| AL KRS
CPUJE | e 18] (0RD) | CPU A | B8] (33080 ) |CPUJE 34 | B 1) (43R5
LAC-128| 61242 19.98 80173 25.91 64238 20.77
LAC-192| 120528 | 38.87 130286 42.34 134289 | 39.95
LAC-256| 136313 | 54.23 191543 63.14 112654 | 48.99
% 5. LAC.KEXAVX 252 B 14 B
e AESH BERSHMHEN| ALREESH
CPU & 1| i 18] (f90F2 ) | CP U 31| s8] (40R) |CPUJE 391 | B 18] (30F0)
LAC-128| 201758 | 51.07 | 426043 | 113.26 | 230299 | 76.04
LAC-192| 314910 | 97.11 649530 | 212.77 | 379439 | 134.63
LAC-256| 490343 | 115.67 | 869748 | 310.26 | 499312 | 155.04

%= 6. LAC AKERJAVX25CH 1 A




7.4 ERMETELKN
LACH) & SCANE B RN R PR,

L0 | AP (710 [RFT(70) [ 3 (7 )
LAC-128| 544 1056 712
LAC-192| 1056 2080 1188
LAC-256| 1056 2080 1424

%% 7. LAC.PKE JLAC.KEMKJZEEH B S K/

X o LAC.KEX LAC.AKE
Alice(#71)|Bob(#7) | Alice(#17) |Bob(#1)
LAC-128 544 712 1256 1424
LAC-192 1056 1188 2244 2376
LAC-256 1056 1424 2480 2848

%= 8. LAC.KEX K LAC.AKE/IH B/

7.5 EURERDEVTFRERR A

TE X7 BCHZY B ) 2 b AN A RS 285 b ch_control /& LACH i (5 72 I 384y, 238
FARACSEIR AT AVX 252 | 1K B8 230 AT LZE “bch128.h7, “bch192.h” and “bch256.h7 H
AN 7 FELAC-128, LAC-192F1LAC-256 173 il 5 . iX Lo % () BAR A i R 3%
Fis.

. BCHZ#{ e
SN e e e e [ e -control ()
LAC-128 511 256 16 40932
LAC-192 511 256 8 15048
LAC-256 511 256 16 23736

9. A7 Gl A

8 {hERmiZAA
8.1 =
SEEL T T :

— LACH UIFELRFAVX 254 kR Rx64 40 PR 25 | st s
— LACH] DAZE R & 48 2 ARMALFE 23 WINEON | s s 3.



LACHEE AR BLTE ESCFFHFAT, ARHIE G E 2 A B s ESCHL.
Bt R

LACH TR U AE I 4357 50 s B 2795 SOk /N 2 SCRI 3 B R RST
B AR 1R A AR T, B TSR,
LACH) & #is Ha 2 Iiaki%, &) T B f#.

LACTR Bt 1 =Fh 2225, By il i 45 2 AR 73 A1 B AR AR 7.
AN 2 4 2 ) A AR [ RO

8.2 &4

LACH) Bk 55 :

ABEEFINTTEARNNE, 74 SR A B4R 2 I AL LT SRRR 2500,
i 2 ] S 2 R R 5] 40 B CHAD SR DRALE AR %5 S50 (1 IE A V.
LV B R ST L 75 ORI 5 RS0 ) SR G (50 ey, v SRR AT sz

SE 3CHK

. Albrecht, M.R., Bai, S., Ducas, L.: A subfield lattice attack on overstretched NTRU assump-

tions - cryptanalysis of some FHE and graded encoding schemes. In: Advances in Cryptology -
CRYPTO 2016 - 36th Annual International Cryptology Conference, Santa Barbara, CA, US-
A, August 14-18, 2016, Proceedings, Part 1. pp. 153-178 (2016), https://doi.org/10.1007/
978-3-662-53018-4_6

Albrecht, M.R., Gopfert, F., Virdia, F., Wunderer, T.: Revisiting the expected cost of solv-
ing usvp and applications to LWE. In: Advances in Cryptology - ASIACRYPT 2017 - 23rd
International Conference on the Theory and Applications of Cryptology and Information
Security, Hong Kong, China, December 3-7, 2017, Proceedings, Part I. pp. 297-322 (2017),
https://doi.org/10.1007/978-3-319-70694-8_11

Albrecht, M.R., Player, R., Scott, S.: On the concrete hardness of learning with errors. J. Math-
ematical Cryptology 9(3), 169-203 (2015), http://www.degruyter.com/view/j/jmc.2015.9.
issue-3/jmc-2015-0016/jmc-2015-0016.xml

. Alkim, E.; Ducas, L., Péppelmann, T., Schwabe, P.: Newhope without reconciliation. TACR

Cryptology ePrint Archive 2016, 1157 (2016), http://eprint.iacr.org/2016/1157

Alkim, E., Ducas, L., Poppelmann, T., Schwabe, P.: Post-quantum key exchange - A new
hope. In: 25th USENIX Security Symposium, USENIX Security 16, Austin, TX, USA, August
10-12, 2016. pp. 327-343 (2016), https://www.usenix.org/conference/usenixsecurity16/

technical-sessions/presentation/alkim

. Bernstein, D.: A subfield-logarithm attack against ideal lattices (2014), https://blog.cr.yp.

t0/20140213-ideal.html


https://doi.org/10.1007/978-3-662-53018-4_6
https://doi.org/10.1007/978-3-662-53018-4_6
https://doi.org/10.1007/978-3-319-70694-8_11
http://www.degruyter.com/view/j/jmc.2015.9.issue-3/jmc-2015-0016/jmc-2015-0016.xml
http://www.degruyter.com/view/j/jmc.2015.9.issue-3/jmc-2015-0016/jmc-2015-0016.xml
http://eprint.iacr.org/2016/1157
https://www.usenix.org/conference/usenixsecurity16/technical-sessions/presentation/alkim
https://www.usenix.org/conference/usenixsecurity16/technical-sessions/presentation/alkim
https://blog.cr.yp.to/20140213-ideal.html
https://blog.cr.yp.to/20140213-ideal.html

10.

11.

12.

13.

14.

15.

16.

17.

18.

Biasse, J., Espitau, T., Fouque, P., Gélin, A., Kirchner, P.: Computing generator in cyclotomic
integer rings - A subfield algorithm for the principal ideal problem in [j 4k (%) and application
to the cryptanalysis of a FHE scheme. In: Advances in Cryptology - EUROCRYPT 2017
- 36th Annual International Conference on the Theory and Applications of Cryptographic
Techniques, Paris, France, April 30 - May 4, 2017, Proceedings, Part 1. pp. 60-88 (2017),
https://doi.org/10.1007/978-3-319-56620-7_3

Bos, J.W., Ducas, L., Kiltz, E., Lepoint, T., Lyubashevsky, V., Schanck, J.M., Schwabe, P.,
Stehlé, D.: CRYSTALS - kyber: a cca-secure module-lattice-based KEM. TACR Cryptology
ePrint Archive 2017, 634 (2017), http://eprint.iacr.org/2017/634

Brakerski, Z., Vaikuntanathan, V.: Fully homomorphic encryption from ring-lwe and security
for key dependent messages. In: Advances in Cryptology - CRYPTO 2011 - 31st Annual Cryp-
tology Conference, Santa Barbara, CA, USA, August 14-18, 2011. Proceedings. pp. 505-524
(2011), https://doi.org/10.1007/978-3-642-22792-9_29

Canetti, R., Krawczyk, H.: Analysis of key-exchange protocols and their use for building secure
channels. In: Advances in Cryptology - EUROCRYPT 2001, International Conference on the
Theory and Application of Cryptographic Techniques, Innsbruck, Austria, May 6-10, 2001,
Proceeding. pp. 453474 (2001), https://doi.org/10.1007/3-540-44987-6_28

Chen, Y., Nguyen, P.Q.: BKZ 2.0: Better lattice security estimates. In: Advances in Cryptol-
ogy - ASIACRYPT 2011 - 17th International Conference on the Theory and Application of
Cryptology and Information Security, Seoul, South Korea, December 4-8, 2011. Proceedings.
pp- 1-20 (2011), https://doi.org/10.1007/978-3-642-25385-0_1

Daniele Micciancio, O.R.: Lattice-based cryptography. Tech. rep., https://cims.nyu.edu/
regev/papers/pqc.pdf (2008)

D’Anvers, J., Vercauteren, F., Verbauwhede, I.: On the impact of decryption failures on the
security of LWE/LWR based schemes. IACR Cryptology ePrint Archive 2018, 1089 (2018),
https://eprint.iacr.org/2018/1089

Ducas, L., Durmus, A., Lepoint, T., Lyubashevsky, V.: Lattice signatures and bimodal
gaussians. In: Advances in Cryptology - CRYPTO 2013 - 33rd Annual Cryptology Confer-
ence, Santa Barbara, CA, USA, August 18-22, 2013. Proceedings, Part 1. pp. 40-56 (2013),
https://doi.org/10.1007/978-3-642-40041-4_3

Fujioka, A., Suzuki, K., Xagawa, K., Yoneyama, K.: Strongly secure authenticated key ex-
change from factoring, codes, and lattices. In: Public Key Cryptography - PKC 2012 - 15th
International Conference on Practice and Theory in Public Key Cryptography, Darmstadt,
Germany, May 21-23, 2012. Proceedings. pp. 467-484 (2012), https://doi.org/10.1007/
978-3-642-30057-8_28

Fujioka, A., Suzuki, K., Xagawa, K., Yoneyama, K.: Practical and post-quantum authenticated
key exchange from one-way secure key encapsulation mechanism. In: 8h ACM Symposium on
Information, Computer and Communications Security, ASTA CCS 13, Hangzhou, China - May
08 - 10, 2013. pp. 83-94 (2013), http://doi.acm.org/10.1145/2484313.2484323

Fujisaki, E., Okamoto, T.: How to enhance the security of public-key encryption at minimum
cost. In: Public Key Cryptography, Second International Workshop on Practice and Theory
in Public Key Cryptography, PKC ’99, Kamakura, Japan, March 1-3, 1999, Proceedings. pp.
53-68 (1999), https://doi.org/10.1007/3-540-49162-7_5

Fujisaki, E., Okamoto, T.: Secure integration of asymmetric and symmetric encryption
schemes. J. Cryptology 26(1), 80-101 (2013), https://doi.org/10.1007/s00145-011-9114-1


https://doi.org/10.1007/978-3-319-56620-7_3
http://eprint.iacr.org/2017/634
https://doi.org/10.1007/978-3-642-22792-9_29
https://doi.org/10.1007/3-540-44987-6_28
https://doi.org/10.1007/978-3-642-25385-0_1
https://eprint.iacr.org/2018/1089
https://doi.org/10.1007/978-3-642-40041-4_3
https://doi.org/10.1007/978-3-642-30057-8_28
https://doi.org/10.1007/978-3-642-30057-8_28
http://doi.acm.org/10.1145/2484313.2484323
https://doi.org/10.1007/3-540-49162-7_5
https://doi.org/10.1007/s00145-011-9114-1

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

Hofheinz, D., Hovelmanns, K., Kiltz, E.: A modular analysis of the fujisaki-okamoto trans-
formation. In: Theory of Cryptography - 15th International Conference, TCC 2017, Balti-
more, MD, USA, November 12-15, 2017, Proceedings, Part 1. pp. 341-371 (2017), https:
//doi.org/10.1007/978-3-319-70500-2_12

Jiang, H., Zhang, Z., Chen, L., Wang, H., Ma, Z.: Ind-cca-secure key encapsulation mecha-
nism in the quantum random oracle model, revisited. In: Advances in Cryptology - CRYP-
TO 2018 - 38th Annual International Cryptology Conference, Santa Barbara, CA, USA,
August 19-23, 2018, Proceedings, Part III. pp. 96-125 (2018), https://doi.org/10.1007/
978-3-319-96878-0_4

Kirchner, P., Fouque, P.: Revisiting lattice attacks on overstretched NTRU parameters. In:
Advances in Cryptology - EUROCRYPT 2017 - 36th Annual International Conference on the
Theory and Applications of Cryptographic Techniques, Paris, France, April 30 - May 4, 2017,
Proceedings, Part I. pp. 3-26 (2017), https://doi.org/10.1007/978-3-319-56620-7_1
Lindner, R., Peikert, C.: Better key sizes (and attacks) for lwe-based encryption. In: Topics
in Cryptology - CT-RSA 2011 - The Cryptographers’ Track at the RSA Conference 2011,
San Francisco, CA, USA, February 14-18, 2011. Proceedings. pp. 319-339 (2011), https:
//doi.org/10.1007/978-3-642-19074-2_21

Lu, X., Liu, Y., Jia, D, Xue, H., He, J., Zhang, Z.: Lac.
Tech. rep., https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-
Cryptography/documents/round-1/submissions/LAC.zip (2017)

Lu, X., Liu, Y., Zhang, Z., Jia, D., Xue, H., He, J., Li, B.: Lac: Practical ring-lwe based
public-key encryption with byte-level modulus. Tech. rep., https://eprint.iacr.org/2018,/1009
(2018)

Lyubashevsky, V., Peikert, C., Regev, O.: On ideal lattices and learning with errors over rings.
In: Advances in Cryptology - EUROCRYPT 2010, 29th Annual International Conference on
the Theory and Applications of Cryptographic Techniques, French Riviera, May 30 - June 3,
2010. Proceedings. pp. 1-23 (2010), https://doi.org/10.1007/978-3-642-13190-5_1
Micciancio, D., Mol, P.: Pseudorandom knapsacks and the sample complexity of LWE search-
to-decision reductions. In: Advances in Cryptology - CRYPTO 2011 - 31st Annual Cryptology
Conference, Santa Barbara, CA, USA, August 14-18, 2011. Proceedings. pp. 465-484 (2011),
https://doi.org/10.1007/978-3-642-22792-9_26

NIST: NIST PQC FORUM: LAC, https://csrc.nist.gov/CSRC/media/
Projects/Post-Quantum-Cryptography/documents/round-1/official-comments/
LAC-official-comment.pdf

Peikert, C.: Lattice cryptography for the internet. In: Post-Quantum Cryptography - 6th Inter-
national Workshop, PQCrypto 2014, Waterloo, ON, Canada, October 1-3, 2014. Proceedings.
pp. 197-219 (2014), https://doi.org/10.1007/978-3-319-11659-4_12

Regev, O.: On lattices, learning with errors, random linear codes, and cryptography. In: Pro-
ceedings of the 37th Annual ACM Symposium on Theory of Computing, Baltimore, MD, USA,
May 22-24, 2005. pp. 84-93 (2005), http://doi.acm.org/10.1145/1060590.1060603
Schmidt, M., Bindel, N.: Estimation of the hardness of the learning with errors problem with
a restricted number of samples. IACR Cryptology ePrint Archive 2017, 140 (2017), http:
//eprint.iacr.org/2017/140


https://doi.org/10.1007/978-3-319-70500-2_12
https://doi.org/10.1007/978-3-319-70500-2_12
https://doi.org/10.1007/978-3-319-96878-0_4
https://doi.org/10.1007/978-3-319-96878-0_4
https://doi.org/10.1007/978-3-319-56620-7_1
https://doi.org/10.1007/978-3-642-19074-2_21
https://doi.org/10.1007/978-3-642-19074-2_21
https://doi.org/10.1007/978-3-642-13190-5_1
https://doi.org/10.1007/978-3-642-22792-9_26
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/round-1/official-comments/LAC-official-comment.pdf
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/round-1/official-comments/LAC-official-comment.pdf
https://csrc.nist.gov/CSRC/media/Projects/Post-Quantum-Cryptography/documents/round-1/official-comments/LAC-official-comment.pdf
https://doi.org/10.1007/978-3-319-11659-4_12
http://doi.acm.org/10.1145/1060590.1060603
http://eprint.iacr.org/2017/140
http://eprint.iacr.org/2017/140

