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1 #Es

PTATHE T 4% LI LWE(Learning with errors over rings) i % i T LACE T R
4 (LAttice-based Cryptosystems), & T U ANHEMFE L. R E #0052
ERYELSE N, A T IR, LACR G750 NLAC.PKEFLAC. KEXH AN 4>
BAT 3 VAl ARSI ALAC.PKERR 7y, AL 1% O IR B SC 22 A W A & 5
JAELAC.PKEFEE T FOME LTS B 16 £ 3022 4 (1) 3% P R A LAC.KEM.
— LAC.PKE: IND-CPA &I A INE 5 &,
— LAC.KEX: #3))%¢ 4= )2 AHAC b, MLAC. PKE BLHZ 5 4 1M oK
— LAC.KEM: IND-CCA“%Z 4 [¥) % 21 £ 32 L, 2 XTLAC.PKERL H SC iR [T6/18/19] +
RO 475 I 1M K
— LAC.AKE: \AIE A8 He b i, +& 4 LAC.KEMAILAC.PKER F [14/15] F fIFSXY #4
e i k.

Pl s H 73X DY A SR 2 TR R &

FO
LAC.PKE LAC.KEM
FSXY
LAC.KEX LAC.AKE

1. ETHIEERGLAC

[REVMERRR AR, LAC 85 R G LAC 1-28H MA L2 53 60 TAF, HueihAnsk
LA I B A, AR QR LA B B LAC B SEBL 8 12 1 G 92 1) e
AN FFA AU RT L A 7o b FH 3 v e 4 FH R AB T i) 2 =05 A,

LAC f55 —MhRAR [R2U1F i ik S48 52 1) 56 EINISTAH R ) 4 2R 1 A 913 Y
SRR H b, JFIE 7 AITEANEE AR VAN, BEA TS TRV AL. AELEINE, A1
BT R B, IR A AT AE 23], R A B Y R 5 R A RRCA 2 AE B
fiE R LT T SR AN 2 A A

— o I L B R A P IR A, DL G e v B R
— SRAELHEAS R B (R S, DA G v I

MHHLELR. A AHH R LR QT

SR Ay LT OIS SIS, RN TR TR B, SR A AR T AR
Veh R, SRR o (0 T SR VEARR IR Sl A T RIS HOR E, R g
S B AR HEAR BT, SEIOR o 45t T e AT ST AR T SR AR S,
PERESHL, ARINABE A oy 38 S, SR Ay A0 i T S A B



2 FEENR
X5 T SRR T R SRS BV, DL S TR I AR

2.1 #HFidS
EEMIERE. MEHNG BEFERR, flila. MEaEERHa R
EXméEFEa = (ag, -+, am-1), FLHRT0 <i <m, a;72alI &N E.
YT PR EsHméEn Ea, Pls - aRn I, HbalJ&EDrEH#H s, B, s a =
(S'(I07"' ,S'Clm_l).
XTméEmEa = (ag, -+, am_1) FHAEFEELLL < m, & X(a); = (ag, - ,a1_1).
AH IR 2 B (1) 1) & ] LA gy s AR, B, XTI mgE R Ea = (ag, -, Qmo1)
b = (bg, -+ ,bm_1), a+b=(ag+bo, - ,Am_1+ bm_1).
FEFE R RS AR RERR, Bl A. HFE AR B H A RIR.

. MEKEHUECEER M TmdmEr = (11,10, ..., 2m), FLLTEEE X
Mzl = S0, |l LIEE, WEJLRATEH, & XN ||zl = /S, o2, B HID
Hlx|); ToF5TEHGE A2 = max |a;]. HFE K B OhH A 1 51 1n) & 5L,
B, 1XC )| = max ||z ]

gisk. WFHESS, Mo & SFRMNShSIBbER Tt Ee. WF 94D, b & DFE
TR MDH SRR BELAE B, 3T BEHLELIEA, Bly & A(x) R BATER Ao L (% I
Yy; A FIEAZRTER), WLy < A(z) EoR.

REEH. SRERLH, QRRE B, 2R X T8 > 1, 2Z, 88qlM
ol RKI, HZ, = {0, ,q — 1} X THHn > 1, & X" + 1B L2 000F
HNR = Zlz]/(z" + 1), & LRBRAZ,MNZ AR, = Zy[z]/(z" +1). Ry ITHRKIIN
AR B 2 WA A SR

FHREEE. W THALRE S s, 50 € {0,1}7, 8 LCEATIPHE A 51| s0. 58 LR s
KPEAs|. A A TRASTE m i Bk S M e & 2 ek 3EoR.

2.2 1 REFEMEE)RR
BE3HBIE. EXHEB = {by,...,b,} € R™ ™A R mdEmkk AN

A=L(B)={Bx:xzcZm},

Horbiby, . by, NEMETC R ) &
XEFm B A, 2 SO

AN ={yeR":Vxec A (xy) €}



qTUA&. K2R E 6 T AT PSRRI B, RN oo A X1 1L 3 Hn, m, g1
BENLEEROERE A € Z >, 58 L T m etk B8

A(A)={z€Z":3s € Z; st. z= As mod q};
AH(AY) ={z€Z™: A’z = 0 mod ¢}.
RREMERIRE. € KA R AR 1 & AR A (A). A8 b e AR I v 5l i B 5
[ 5[]} (SVP). 3l A5 FH A2 SVP IR T- 28y > 1H0IE IR TE.
EX 1 (HBRSVP,) S AB € Zm*"Fay > 1, KElv € L(B)#||Jv|| < v- M\ (B).

EX 2 (GapSVP,) 3 Ty > 1, &RIMAM(B,r), LB e Zm™ Amishkts gk,
Hr e Q. Flif: EXN(L(B)) < rW AL AYESHEH], EXN(L(B)) > v - rM AL ANO%
1.

VERRIN IHET, 58 USRS RN RN, (A) N — NN R, R AR A AN i
Z e LM TE IR A B A 2 1) 5 TIE 9K R) & i) (SIVP) B FL UL AR, BA Ky — uSVPIA]
g LR,

RN 3 (SIVP) % R ith kA 4948 B € Zm<m, by thn /™ B0 % 49 46 18 09 &
B8 = {s1,...8m} C L(B), #£1%|s:]| = \i(L(B)).

EX 4 (SIVP.) M Fny > 1, S RmiE bbb £ B € Zmm, i hmA & b £ % 8
e BHELS C L(B), #42S| < - A (L(B)).

EX 5 (y—uSVP) 3Ty > 1. BHREAFZN(A) > v\ (A) B, FRIERGEu € 4,
#%43|u|| = min, ||v].
2.3  (W)THHEIRE 6]

AT K B 23 JE T 48 110 28 1 585 B0 925 R 85 A 0 e 80 R 3 1 A A AR R = ST )
(LWE) 28] K& HAR T A3 (). Bl 142 HH ILACE S R G5 T IR LWE [24] 1) 147 5 i A

EX 6 (BELWE) 4n,m,q A E¥K, xa,Xe NLLHT. %52 (A b= As+e), K
wEAEs KP AL L EhEs &, dirtge &7

LW EAR 3¢ ) & B 5 1 A DR X () 2, BB T T3 ) GapS VP AISIVP, i),
IR 5 28, m, q UL AR RIS 1R R B (1) 20 AT X s, Xe K.
EX 7 (FIELWE) 4n,m,qh E¥H, Xo, Xe NLLEE 5T . RS ATAAG T :

- D() : (A,b), —I%
— D1 : (A,'LL),



AFb=As+e, AL, s X2, e XU, u L7

LWE 1) 8 WA FA VSRR AR 2 22 T 56 1 (1 [25].

FERLWEH, #8552 (a, b = as + e), Ha, s, e NHAITLER. H KIS L
ML TRIAR, = Z,[x])/(z" + 1), Hhn @& RAYEE. Hi R, FHISRLWERHIFR
HAipoly-LWE [0], HHiLho & v Fokv € RIGEA REIIHIB A i . 7ELACH AT
ff Fpoly-LWE. 2 LWE{R 1% [ & 3P 5 T 2R ESVP, a8, 1M A& BEALA.

] B L, BATE A LWES: & H & X, B 2 KR, = Z,[z]/(z" + 1) b
fpoly-LWE.

EX 8 (WERIFLWE) 4n, ¢ LXK, x5, X ARLAODH. %% (a,b = as +e), K
HiEs, fPa R, #%s & Xs, 5Eike & Ye-

EX 9 (FIEILLWE) 4n,q A B, xo, Xe FIRES DT, RS AT AN

- -DO : (a,b), —1—5
- Dl : (aau>y

3 3 3 $
H¥Pb=as+e, a R, S Xs, €4 Xe, Ut R,.

2.4 ST AIRENEAE
BE5%H. © XEEX EWES A AU (X). B, R, ERIE545 MU (R,).

S, () LWEH (KRS A R 08 5 KA B = oA, — it s o A 2 85
A1, FME A B R HOE (IR

po(x) = (V210) ' exp(—ma?/2m0?),

Hrho JbrifE 2.
Z. LW B s o3 A 8 SN
Vo € Z, Dy () = z:((;))’
/ﬂ\:EPPU(Z) = ZyeZ Pa(y)'
Z.q b B I i o3 Af 2 SO
Vi € Zg, Dy, 0(z) = > Diol(w).

w,w=z mod ¢q

DTSR T R A 0 KR I 5, SO (B o th 7 R 92 P e B
S G UG P D B, 4w, D =BG, B MR, MR RN, /T,
TELACH Bt oh, T T I S MO VR 0k 0 5043, 4 IR o Ry . B 3L F



EX 10 (1) FH(a,b) & {0,112, H¥rha —b. SRMEOMHBEN L k169 mE
BHL U IE R0, T ERL.

EX 1L (0y) FH(ab) & 0y, Hidiaxb ZARMHOMBERD Ml 10BEH
AL W EHEA0, FEHL

X IE# K n, D Romn B[R AT, Ko i S8 IR vk
PRI, BEALAR B n ) 73 5 (0 A B A S S ).

A, FATTE 5 SCJE 5E ) B n FE 0 IO AT, id e, Koo < h < n/24
B X T AR BE 2 A B B B AL AR &, L0 R E O O B Eh, B E
NV =115 BRI b/ 24, AR 7> AN ECAN — h.

BEARAE. € Sl G ESamp Jy LAZE TE Bl 5~ A 23 A PR BEATL AR B R o A2
x < Samp(D; seed),

Hp DRI, seed 2 T RAREa BN T, %t F 25 Fh Fseed = ¢, % 52 & DA
HEARENL. 75 W2 (P RAEXT T 48 [ 1 seed &b A2 1 2 1.
LA
(z1,29, -+ ,x¢) < Samp(Dy, Dy, -+, Dy;seed)

RGP DR RENLAR fra O AR, Horhl <4 <t

3 WitIRIE

LACHI & TH 25 RE 1 AE

— A
o FETILWER) AJ kB 22 4 1
o HEHKPLITA CANBLH.
— RR:
o I
o EPHAIE LRI/,
— IEMRTE: R R A
— Rt G T AR 2R NREE R ESHL

SR, RLWER) R PE 32 2R R o MAEREn PE, Hoba = 2V2m e E B (1
it 72 o 55 5 ) FIASE K (1) AL, DR1 Ok T 38 A ARS8 1) R 43 1 23 SC . AR 8 [315112] - (1)
ST, EE B 4EEEn 20 = 5121210 = 1024. 783 THILWER) /7 % dr o ffi 28 = 256.
XX Een IR, N T AR (NTT) HiARRIET 2 TRIE SR, 2 & T
IRLWER) 8 77 & ik B g 1228988 7681 [I3I5IR]. s Fr b, A g i X 48 i £ I
AR TR AEMENERE.



NT I TT S AR S BUE R, BRATI B B AR IR B R AT R/ A
BRI T . R, LACTE FE = 1 UL (54, il tng = 251. [FIN, EHFERE 1)
W5 A, (I EUE AR A . RERATA R FANTT R ik £ iUk, i
FREBA N TR, FRATTAT LLEE T F Intel (N AVX 248 A48, 78— M54 A I Ab 7
ZANFIFIE L, WA,

NT RGBS R R ISR, FRATTI AR B R A {—1,0, 1} L 0 000 A,
ST S B AR 5 R 2R 2 AR KL O T AR I — 1) A, FRATISE FH K 43 2H K B A
KBRS 15 %, Bl a0 — JuBCHAG. JR U b, AT AT B AT & 5 2 5 B8 1 1) 2 5 65 & T DL
TELACTT 1, #linGoppafid, LDPC #5555, Jy 1 2k fo i) B B 2 Xy, FRATH A8 A [ e
PUBH B B A FE AR IR

o A P R M 2 = 1) R v, R T SRS IR ) 2 A g, e L TR 7 X0 £
ANFEMLEEEn. (BN THR, = Z,[x]/(x" + 1), Hn 2007 T, wE B HniR D, 5
Win = 5128n = 1024. N THRUEEANF 220 EH 0], AT {-1,0,1} EAF bR
ZEWTH 0 I AT 25 2 P m R I R R ST 22 A 1 FH 25 SR/ INII AT .

BT B AIND-CPAZ 4= M 1) H i 8 87 0 %5 77 %8, AR 4% 5 15 30 Wi i) 25 4 28 ¥ 77
. AT HFO#E #1122 T2 [T6/17UIRI19) K 43 BIIND-CCA %2 4= 1) 25 A B 2 L, I 4
FFSXY 45 [TAUT5) K A3 2 AR 25 FH A 4 bl

4 FHiEmik

AREBI 4 B LAC PKEZETY R4 HEIA, B AEIND-CPA 22 4K 2 8% 77 2 LAC.PKE,
IND-CCA Z2 4= 1) % 8H B 35 FLHI| LAC.KEM.

4.1 LAC.PKE

IND-CPA %4 A AN % J7 ZLAC.PKEZ A LACE Y R 4 LR, Hpa =4
i
— A RREEKG, I R
— N SEFEnc, WE PR TR,
— 2B Dec, ﬁu:é:‘iﬂlﬂﬁﬁ%.

He. LoNb, B X EHAIAR, = Z,/(@" + 1).
S S FIMAN{0, 1), BEHLR T2 109899 {0, 1}, $erbil,,, 1, HIEREH, 475
B e .
S o P 7200 ST A 0 TR0 — T A0 e b, T3 I s U o
Fn B0 TR . 3 M EL G R S 40 .

Fi2FF. 2ECCEnc, ECCDecy 2 fif ALl ) 4 b4 A1 A A5 7 R2 /7, T HEATIH Bom €
{0, 1} B R Gwftm € {0, 1} 2 1A A A2 e, o iAo it 1K B2, AR AL A4 1Y
SHEE.



BORMA.

HELAC.PKE. KGRENLAE Be— X A FAEH (pk, sk).

Algorithm 1 LAC.PKE.KG()
Ensure: it —XAFH (pk, sk).

1: seeds & S

2: a < Samp(U(Ry);seeda) € Rq

3 s & gk

4 e & wph

5: b« as+e€ Ry

6: return (pk := (seedq, b), sk := s)

HIELAC.PKE.Enciii A pk A1V Eom, ABENL #seed IN% m. H 12 ECCEncl i
Eméitd ym. Yseed RIE IS, FIEZHHLIT. T, X T4H F K seed, FIEEHE 1.

Algorithm 2 LAC.PKE.Enc(pk = (seedq,, b), m € M;seed € S)
Ensure: HiH% e

: a <+ Samp(U(Rq);seedqa) € Ry

: m < ECCEnc(m) € {0,1}"

. (r,e1,es) «— Samp(T" Wit Wl seed)

ci+ar+e; € R,

i g+ (br), +ex+ 2] -m e Zfl“

: return c:= (c1,¢2) € Ry x Zl

FLAC.PKE. Decliii N sk A1 e, R Xt N H B Sm. Hd 72 FFECCDeckii A\ 2
0 B TP RS P RAD, S RS 2TH Em € M. MBS E RIS, FTiR[ElH)
HEMAEM F.



Algorithm 3 LAC.PKE.Dec(sk = s,¢ = (¢1,¢2))
Ensure: #ith ¥ 3Xm.

tu4—c1s € Ry

D m—cz — (u), € ZY
:fori=0tol, —1do
if 4 <m; <3l then
m; < 1
else
m; + 0
end if
end for
: m + ECCDec(m)

: return m

© 2 g w

— =
= O

4.2 LAC.KEM

IND-CCA % 4= [ 2 5 EH B LI LAC. KEM 2 X IND-CPA % 4= [ /A 83 I % 7 26 LAC.PKER
FFujisaki-Okamoto’% # i 5K [I6/18]. iX — 7 iEFERTH X, HAEZ AT EH M H,
8.

LAC.KEME, &t~ =ANH ik

— B RIIEKG, SLAC PKERIEHIAE BT, s s,
PR EEEnc, E IR T
~ REPEEEDec, WE BRI,

FFS. LACKEMAHE & b i T 1940 5 5LAC.PKEH AH AL e 4h, 3R ATTIE {# Flhasheq
G : {0,1} — S € {0,1}FH : {0,1} — {0, 1}, FRBEITFOR e fl A Bl 3
P, Hobl Ron 2GS A KR, v DUBE 2 4 200 i A2 4k, AELACH FRATT a2 1
Bl = L. GRIH R ARG PRK 178 ST 2 1 .

HELAC.KEM.Encliii N pk 1l -Fseed,,, ZE R B, F£Lhpk, mA m A= B HIBEHL
Hseed il FILAC.PKE.ENCHIN%m.

Algorithm 4 LAC.KEM.Enc(pk;seed,,)
Ensure: #iiH—X % CHE 3% H (e, K).
m < Samp(U(M); seed,) € M

seed < G(m) € S

¢ + LAC.PKE.Enc(pk, m; seed)

K < H(m,c) € {0, 1}

return (c, K)




fit B B 51 LAC.KEM . Dectit A sk A% 3, a1 i H LAC.PKE.Dectk B8 5. B J5 F&
T I EE 0 R IGAIE A 2 ) IE AP, I E S, HaR e, B0, HAE AR
FESCAE S — M BE AL 216 281

Algorithm 5 LAC.KEM.Dec(sk, c)

Ensure: fiitiH3%HHK.
1: m + LAC.PKE.Dec(sk, c)

2: K<+ H(m,c)

3: seed < G(m) € S

4: ¢’ «+ LAC.PKE.Enc(pk, m;seed)
5: if ¢’ # c then

6 K < H(H(sk),c)

7: end if

8

: return K

5 BEIREE

JUF-FA B2 RS R AN A S A My %6, B 7 2 TNTRUR LK, AREAER
ARIHEZE. O 7 RIEHATEW] 224, HVF2 50 T30, Bdl, RS ML FEEie. SR, XLk
BRI AR BRSO 4 R, Bk, 3T F) LWER) ;) Rk FERASHUL N
Je ST A B SR, MR VE 2 T R B DO, AE KA S LACH) B AR S Mk %

5.1 183

MRAELACH) BT SR B, P (RS 32 28 H bn. QAT i, S B AN SR/ B
2 AN A R E . 200 7 A, 4E A3+ 0 A R, R B ATT 3 ZAREE /I
TEBOR FEAR AR, (H R BB AR A, ERE LY R, LAV 2nE I %
FELACH, FATIEFE 75 PR 72 K2 HUE B R A ST, KRR 248
NIV SRR, WA TSP s f R T R N, R R AR BT
R, JATHRE T =Fh 7 1T R

— 2[5, Bllg = 256.
— %#g=1 mod 2*, Rllg = 257.
— =N ERERE, Blg = 251.

W&, W 2R % re, AR T g = 251, [FR, WSZELI M
%, q = 256, 257 1] fg i K 54 FRCR, X AR FRATTA R 75 PR 2R 1) i) 3.
5.2 MEZEMERDH

IALWE I R AR A % 73 A1 A8 % 2 B AR PN SN B 5, AL AR 75 222
5 R UL ORUEPNLWE [] 3 (0 PR R FLOR, RS MR R 7 2 2 06 /N AR AIE AR 35 S0 Y I 1



PR H Wk £ B H0E 20 AT R G I A S 2 AT SRR T AR R, JF A
M DACE 55 B0 ) A S 214 A P 7 2 SR, o 3 A2 0 043 38 A o o e G 99
e, FRATE A A0 T AR

FESEHLH, FRHE 2 R/ 200 ot IR AR I A R RO DA (b — by),
Fiby, by € {0, 1} SIBENLAE BRI ELRE. BT BRDWE [ PR e 2 23 382 ph o 3 o M - K
PeR e, 4FRAME A 715 AR, RIS TR /N OS2 0 A, B iR B L R s
JERE R, X AEAFIRAT AT LA e fa] B vt 300 AR, BIE RN = 1, R R AT
HHIEITY — bR, Ferhb, b ST ML HRr. SRR 3 0 b0 IR A BT BT
(K@ . BEAR, BATIEAE R /N 0 Z IR AW

1. ¥, : Prlzx =0] =1/2, Prlz = £1] = 1/4.
2. Wi Prlz = 0] =3/4, Prlz = £1] = 1/8.

FELACH, O 1 8 v DU B B 0y, AT T HE R AR 7] s, e, 7, e {11
S DU B B () E 0 I AR 0 R R 6] B eo I SL [F) 3 AT B n E H 0 Iy
AWy . FJRRIE T e 0 v DU H R I b A M, R 3RAT T e (8 TR RO B v
LRI AR B E A IR AT

5.3 MREEIRON

nf@ss AT R, WERWEA A PIR. 55, WESCRIRE A5 K8 7.
BEJE, ST IR Em. B, A

ﬁ = Co — (cls)lv
= (br), +ex+ []m — (c15),,
= ((as+e)r), +ex+ [1]m — ((ar +e1)s),,

= (er —eys), +e+ [Em.

Lw = (er — e1s);, + e, WA IRE NS = 1 — Pr[— 4] < w; < [4]].
1is,e,r, e, et WNARHEZE Mo, SE RO ZIN 7 A A BEHLIZE B, TIAR B A O A B e 2
w; AT AR B IE N0, ARiEZE MoV 2n i m i A, IR, BN BRI A 1R ] LA
AR R BOE NS ~ 1 — erf(ﬁ}gg‘jﬁ)). B, % Fn = 512, q = 251, 54w, 5%
HEZE N = 1/v/2, WA LR AR R A TR

0~ 1—erf( [251/4]
V2((1/4/2)2/2 x 512)

(BB BCHIG 8% AT LA AR, RS F BN, = 1, B Bwif R B A,
FATAT LA T B, HR B HHRE N

) ~ 2713.195‘

Ly

e £ (o)

j=l¢+1



DA _E A B r X T L R I3 AT A 02 A R AR (AR, BATT RIS 1 [
DU 5 (R B R0 I AR R AR AAS (18 0P B S A R B R ER A, A B
HI T VSR IE .

5.4 2U$E1g

LACH 715 g 15 Hey >k 1 AR W & 10 8 2 B R 2. B B i A 4 T R 491
WID28LDAA e Ak B 4 1t vy 45 52 8. DRk, FRATT 75 22450 FH A n I ] 4 7 0. FE b
MU V% R 2| 4515, B inBCH, Goppa, LDPC, TurbofPolar. J& | I, (£ & HA &
% 20 55 fe 70 1 2 S A AT L AELACH . HE T i v AR 1) 25 8, JRATT AR SR I Hh ik
T BCHH,.

TN, wHEEES L, < 1, FIBCHRY, A 1f# FH SageMath 1 [
“codes.BCHCode(GF(2),1,,,14)" Kk HAAZ L.

5.5 EFSHRH

BATHERE (K 2000 ¥ B n =L o

BTl

nlq| dis | ecc | lm | pk | sk | ct |bit-er|dec-er]

LAC-128] 512 [251]wr, w2 | [511,256,33] |256] 544 | 512 | 712 [2-1261] 2116
LAC-192 1024|251 wg,wf’% [511,256,17] [256|1056|1024(1188|2722:27| 27143
LAC-256 1024|251 wl’zwf“% [511,256,33]4+-D2(256|1056|1024|1424(2712:96| 27122

dis BRI 4> A ecc ZU Y

lm  HREKE sk S PN

pk AR ct N

bit-er 7N 245D A B LA AR 2R dec-er fREHHRE
% 1. LAC.PKEMHEZE S 31

BARHUL, X TR AU LAC-128F1 15 2 A UM LAC-256, FAT 15 mE I 4EfEn =
512fn = 1024, Ff# F S Ak 8% 0 Awy . 55T 18] 22 4 9% ILAC-192, FRATT M3 F 4k
JEL024 M EE /N AR S AT W ).

BT ESEBR TR, AN 7 58 3 2 RARF o BRI 77 ZAE (1 2218 %541, il
g BEEBKEMOEY. N7 RERE R, AT A <& go# s EHEKE
256 L.

BCHIE IS HUE RN TIE B A IE MRS R, RN RFEsPERe. 12k, ATE
El,, = 256, 5IHEKEHE. XF1, =256, &/ HBCHIG KL, = 511. fJa, 5T
1% 22 4= 0 I LAC-128F1 5 22 4= 2 HILAC-256, FRAT1IEFR L, = 33, W] LAY £ 16 L4 148
. X T E 2 A JURILAC-192, FATE#RL, = 17, 7] A4 iR 2 LU R I FE 2. X BCHES
()3 B b 2 B0 137 R B TU AR 48 79 nll =2 18 FHO 71y



RS R B R 32 0 B A R U S AU T 18, R T SN SCI R, 1R
LI, BATEF e REIRALLERR. 13 K T BAMA[—7,7) 355 BEL(TE
WIWERGE ) 1.

AN AL FE32F AT P Tseed,, VA Kn 75 A &b, FAEH ns 77 W &, WA DL R
FEAB327 715 [ B 1 DA AR RO FABH, AT B /N A7 i, AR A2 W 52 e 2% s R 4 ff
FFujisaki-Okamotof K15 BICCA L R, FAEH A AL HEXT R A HH, F 15 if %
T DLE N ORAS A S 1A . I AELACIHI CCA % 4 R 2 AH S 2 AL FABH K
/NA2n + 3257

5, BRI Fer, PLAOR B e L EUE ) 7157 (1 T e AN REUN
(RALL AU, 0T LAC-128Z 8048, 1, = 1, + 18 x 8, FAF 18 TUAREIE K/, XF
TLAC-192Z2 504K, 1, = 1, +9 x 8, H A9 JZITUREIE 1K/ XFTLAC-256, BT H
T D%t 1, = (I, + 18 x 8) x 2.

6 REMDH
6.1 FEAAREM

T A 22 4 1 = B B M LACEIIALWEAR % (1 22 2 £ V32, DL MIALWES] # 48
& b %) PR [l ) U 24

MR 21+ 14518, LACHIIND-CPA % A PEIR 2R 5 3 21 B LWERB 152 {§ FH Fujisaki-
Okamoto, A] LASFILACYEZ SLBEHL A 5 B & 7 BEAL i 5 AR B (I IND-CCA2% 4
PE. BTl B B RS AN S 2 22 A VA 2. FRATTAE BE A 20 [ 40y

6.2 Bipzzi

FTLACHI Bk 2z 4tk 7 b, JAT7%5 FEIALWEAE 18 7€ Z 80T O K5 4 138 F Bk
XTI f ALWE [ AU 4 5 8 I LWE [ 8. 3% S Mol Jy K5 3N, HBl oA % 1
B BEAL, FATH G R A X LACHI R FR BE T 0% AT Bl RO 38 80y A v DB R IR
.

6.3 BRXEH

FFAEVE 2 il LW E ] 8 (138 F 5%, BIR29) 45 7 ax s L R 1 2k . b i
MIBKZEL 5 HIM B LAk [T0] L 554, & A AEOS i SR ROR S 4. g S I, 2R
TN AR5, BAT A BEICE P IS N T, B8 BT U S5 T R k. -2
2 T R e ) 2 A A T



RIEBE SHBYE

ZH[BT[HRANEH[ BT | HIRKN

LAC-128|| 148 | 135 | 509 |147[133| 505

LAC-192|| 288|261 | 986 |286|259| 978

LAC-256(| 323|293 | 1105 |320|290| 1095
ZH: ZIME R ET:2ETERE

® 2. LACH Rk 2 40k

Hik

[FIa T E.
JFIR TG, S NLWEREA i — AN BA uSVP L #; Bl G, i FIBKZ5E
PR e — IR R B fa] b, 25 ELWESLI(A, b= As +e), A € Z7", Hinkk4E
FEN
Ag={xzecz™™: (A|I,|-b)z=0 mod q}.

75T, MsFle L W, v = (s,e, )EuSVP IR B0, WA iR, &
I 2 B Movh < 520 x qm/d, S R R i FUR A AT IO RR I 2, 6 =
((b) /b /2me) 1/ 2(b=1).

BRZA 1 38 508 8 FH — A T B2 15 2 190 58 R 97 348 B k5 3, AT R o 4 (B
S K /IN) b T e 048 T 55 0 R 0, 49108 (IR ) k. 1% 7 1 B BK Z-core-
(Q)Sieving, AT 44 i FHR M T BKZEE 1% - 16 0 — R F 75 2 10 4 B 4 Fsb. 4R 42 ],
SVPIfi B M 2 M IHE MRS 4 H /372 0 20292 st Tk /1379 ~

20.265b

SHBIE.

T AB B T, B SR R IR ) B GG A RN A R, B ST O A R R A )
SELWE . 43 ELWESEG] (A, b= As +e), A € ZI™", WG4 Nd = m + nff) iR
%

Az ={(z,y) €Z™ xZ" : Al =y mod q}.

A, @R, BKZAT AR Bl Ev = (2, y) of length | = §91¢™/¢, HrfvtbAl
WSR2 RIPIRE B Ao Ne = dexp (—27%72), 7 = lo/q. XML B 1 2 LWE 7] /.

AT UG M ite, A8 B i B e At R RO T BKZREVE T B AR . 48
HIBKZ-core-(Q)Sievingtf Fi¥ & W& v LKA E S R = max(1,1/(ve2)) IR, i
WeTBOR BN /2. XA FRAERT Bt & R U LT T AR, AT 77 Ay = 20-20750 ) &
76 L T R (R ) AL €2

ZEMMAT. BAE %0 (E ) IR A R (B ZAR A& R A U7 R % 4 k.
BRZFFHTT (953 B /AN LA Bk I8 22 4 M Al o an 2 s
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FBE. IS CARE 2 [BIITR0], A BT LACHI 28325 4] fH Alperin-Sherifff&
H26]. Mfkg = 25102 4+ 165 A1

" 41 = (2% 4 912™/* + 250) (™% 4 1602™/* + 250).

Wi 5 2, FEHRZWRgMhE LF AT, Hrhg = 27/2+912"/4 + 250 Hh =
2"/ 41602/ + 250.

Y53 (a,b = as +e), BIHEFIH EREREAR, iTLIKE (s, e). M(a mod g,b mod
g) RUME (s, := smod g,e, :== e mod g), X (s, e,) WAL Z J5 0T LA FH o [E 5
REHEERE (s, e).

ST LB OB S AT, R IR B T S A B4R BT, TR, BKZA 2% FE X B 1
THE AT RE RS, AT A Bos, TR R R &, (s,,e,), F R TR = s & X
flivt BB L) QSR 00T 5 2, B AT DAAE 4 B2 g i i b kAT i ZE ) B, 8
EE H bR . BN R TR T YRR, [RIBI0 1 (s, e0) RN ((sh, €n) 2
). BARTE, (s,e) & RHA{-1,0, 1} IR /NZ I, 1T (s, e,) T RECK 73 A
7E{0, £1, £2, £91} 1. Alperin-Sheriff 5, ¥ s and eFelA11, (s,,e,) P FTH RECKE 75
A AE[—25, 25] X [f].
LA =[A,I|11 x by], P A K oRa, ERIAERE, £iz = [11 x s,4]11 x e,| — 1]/2 Az =

0 mod qffJ i KA, WIFRATRT DU A IR AR Bt R 2. R, 18t JRan Gt
U = 2n + 189d = n + 1. BT ARRBEHUEFE, ¢oot& A, (A) TR BELIS [11],
W] DL v R e R A A v (1 B e = ) KT

d

A AL ~ m/d .
i q) 4 2re

fEn = 512F0n = 10248, fA A & P B AL TH 751 886.36 F11122.4.

S5, AVETE AL T2 K. AR A R e 2R, 2 K BE AU IR A B B
Wiy A, FIRIRATHISEI, 2506 LAC-1281T BA ik A 354 77 22 %5 24 (253.59, 6.9) i 1 48 73 A1,
STLAC-1924(253.26,6.29), XTLAC-256v279(358.42, 6.86 f|

AR, B a] ZmE LR AN, 2K EEE Az = 0 mod K. BRIz I A 1%6& 1 1)
. 05 2, R TG, BT B BT A R ISVPIf S, IEIEK
B [

Mz, PL SR IR E 0 LAC S5 TERE .

LS 2 SageMath 5t 6 S B 1 5 2 100,000 BEHLREA TG . %5256 3468 T4 4it
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(7, eq) KXW EE W fe o TIEE O, PUEWT A . D’ AnversS5 AN AE SCHR [12] 1
TR T2 e R R DO R R, Oy T R R A ey, AT T A
HI T PO S R n 3 O I A BRI, H AR S A & R B A

7 BASLIMFNMERE

LG ATR, LACHIJL & — 265 T IRLWE M 2§70 25 77 28 1 5 2 X 37E T3 A1
SHARNTT. X —E 0 FATE mi/r 4 LACE I SL BT 58, 451 ) 2 0ok
%, LT AVX2 $84 (5t se .

7.1 ZIARE

% WA R LACHI SEBL P e bE I (IS 5. FE S SLILZ A, BATSR B4 T~ Py A
MR

— AR A: HEEWEE, 1 FsMrik 8{—1,0,1}, FeiEEAETT LU IZ L
(RIAND B HHZEF S Na; x 1 = a;&0xfFMa; x 0 = a;&0x00. BbAk, FoATAT LKA
T~ Puinte4 tHERRM. XHE, ZUETREL Nas =3, _1ai — >, a;.
Mg < 2560, HiE AT OESA REEFT B HE—Muint6d tH T, AT —IRGEAN R
B, Kl R AR A L, TS FIE SRR EARBAE G PATHUZ 5. X PR T
f.

— EFAVX2HI by A: AVX2{E F AT AT LA AL BE256 Lt 4 ) £ 95 2 AL FRATT ml DAL 1
A mm256 85 M A7 324 R AL, H A A mm256 _maddubs _epi 16§54 7E — X
VEHHEAT 320K FeIE AN J5 B INvZHE 5. FHIX — A6 mT 15 2 29 305 R b i

7.2 45815

KTBCHIG, FA 1M A T Ivan Djelic i F 528, 5K Hhttps: //github.com/jkent /python-
bchlib/tree/master /behlib. 4 7 7E Linux Al Windows V- & T #8fe g 128, A1 L T “beh.c” H
[ “endian.h”, H-1E “beh.c” 1 EH %3 fihtobe32 (x) BEURT “EBADMSG” & LIS HL.

N A DR R R R 2 S 3 O I TR 22 T 51 R R I e, JRAT T SRR 4R
At 7 BCHS ) 5 AU [ S B, AR 7 E S E Bt s &8 A .

7.3 EEMR

X — P T LACH I 88 B S0 22 42 FRAR IR B AE DI, A & 2 ubuntu 16.0445%
YE &%, Intel Core-i7-4770S (Haswell) @ 3.10GHzAFE 3, 7.6GBMNAE, H245H T Turbo
Boost fllHyperthreading. PL N &4 H 7 LAC.PKEMILAC. KEMZEE AL AL SLELAT AV X 252
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7.4

7.5

e i) A R I fil fif s (BCH $rsel)
CPUJEHA| wHal |CPUREMA| WAl (CPURIM| el |CPURA| B IA)
LAC-128| 124915 |40.28 | 194118 | 67.24 | 81187 [26.28| 122355 | 39.47
LAC-192| 335083 [106.20| 438204 [144.63| 292243 [93.80| 309896 | 93.80
LAC-256 | 382627 [124.23| 636997 [204.80| 302890 |95.18| 338993 | 108.25
F< 3. LAC.PKERIE A 5230 14
e SR A R Ep fiftdt e fift ) (BCHH 3 i)
CPUJHJA| WE] |CPUJEIA| BiE |[CPUEA| WA |CPUJE A (1)
LAC-128| 122691 |39.67 | 209201 |65.71 | 280125 | 88.07 | 323221 102.70
LAC-192| 333649 [105.63| 445696 |145.48| 731472 |235.42| 759871 244.49
LAC-256 | 377123 [123.59| 643024 [208.71| 916835 |297.01| 934385 304.82
= 4. LACKEMPI@ F et s B i g
o A L Pk fif s fift 2 (BCHH $s2i)
CPUJAHA| wia] |CPUJE | i) ia) |CPUJEHA| i iE] [CPURHA| A
LAC-128| 61242 [19.98| 80173 [25.91| 25004 |7.83| 64238 20.77
LAC-192| 120528 [38.87| 130286 [42.34| 63266 |26.41| 134289 | 39.95
LAC-256 | 136313 |54.23| 191543 |63.14| 72326 [30.56| 112654 | 48.99
# 5. LAC.PKERJAVX25HL M AE
o A Eapi fiftdt 2% fif T 25 (BCHH 22 i)
CPUJH | i} ] |CPUJE H | i} [|] |CPUJE # | B [8] |CPU & # e [A]
LAC-128| 59584 [19.59| 89055 [28.86| 103229 [39.26| 140221 45.57
LAC-192| 119246 [36.94| 137653 |65.14| 224249 |71.52| 320135 77.32
LAC-256| 135780 [53.95| 207938 [87.88| 343335 [84.21| 359209 97.60
< 6. LAC.KEM[HAVX 25 LM B8
BEAFEE LK

LACH & SRV BN R .

SRR IR AR

TE X7 BCHZY £ 1) 4 B AN FEAD 2 50 fbeh_control /& LACH & 5 /A% 5 43, 768
FAPALSEIIAT AV X 252 H H | ixX B8 2500 PAZE “beh128.h7, “bch192.h” and “bch256.h” H7




LRGN A7) A (7 79) |35 (7 19)
LAC-128] 544 1056 712
LAC-192] 1056 2080 1188
LAC-256| 1056 2080 1424

% 7. LAC.PKE }2LAC.KEM {125 6H% s R/

AR FELAC-128, LAC-192F1LAC-256 173 il 5 . iX Lo S5 () BAR oA i R 3%
Fis.

TR BCHZA bch_control (“F77)
AR B | B K | d K iR

LAC-128 511 256 16 40932

LAC-192 511 256 8 15048

LAC-256 511 256 16 23736
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8 fEk=17RA
8.1 &
SEEL 7 THI:

— LACH UIAELRFAVX 254 kR Rx64 40 B 25 b st SE ).
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— LACHgEAE W AT, AR IE A 1E 22 A0 28 15T

Bt R
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— AN 2 4= 2 A FH R [ (R A
8.2 &
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