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1 VA

·�Äu�þ��LWE(Learning with errors over rings)b��E
LAC�èX

Ú(LAttice-based Cryptosystems), �¹eão�ú��è�{"�â¥I�èÆ¬�

è�{¿m5K§�
µ��B§LACXÚ©�LAC.PKEÚLAC.KEXü�Ü©?

1©Oµ�"�©�0�LAC.KEXÜ©§�¹ÄuLAC.PKE�O�Ä:�����

{LAC.KEXÚÄuÀJ�©S��LAC.KEM�O�@y�����{LAC.AKE"

– LAC.PKE: IND-CPAS��ú�\��Y;

– LAC.KEX: �ÄS�������Æ, lLAC.PKE��=�5;

– LAC.KEM: IND-CCAS����µCÅ�, ´éLAC.PKEA^©z[17,19,20]¥

�FO=�C/5;

– LAC.AKE: @y�����Æ, ´éLAC.KEMÚLAC.PKEA^[15,16]¥�FSXY=

�5.

ã1¥«Ñ
ùo��{�m�'X.
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ã 1. Äu���èXÚLAC

�M5Ú��`². LAC�èXÚ´LACJ�öÚ� ë�ö��Mó�, Ù�OÚ¢

yvk��;|, �ØÉ?Û®�;|�CX. LAC��è¢y¥¦^
úm�¤�¥

ÚúmÇ��3�û�^å¥�¤¦^9?U�1n��è.

LAC�1����[22]��ÿÀ�{J��{INIST|���¥�þfú��è

�{IOz�8¥, ¿ÏL
ÐçÚ1�Óµ�, ?\
1�Óµ�. 3dÏm, ·�?

U
�{��E�Ý, ¿úÙ3[23], ÄugU??���J��·I�è�{¿m, �

â·I�è�{¿m1�Ó�µ"(J, ·�é�{?1
?U��/¤J�·I�

è�{¿m�1�Ó��§Ì�?UXeµ

– ¦^#�BCHëê,¿�Ü¦^D2Å��{ò)��ØÇü$�S�?O±e;

– òú�pk^u\��Åê��), �Ð/-|õ��ÀJ�©ôÂ¶

– DÑæ�!õ�ª¦{!BCH)èþ�Ñ¢y~ê�m¢y¶

– O\
LAC-lightëê¡��þ?A^¶

– O\
LAC-testëê���½ëêøÿµ¦^"



©�|�. �©�|�(�Xe:

12Ü©½Â
êÆPÒÚ$�§¿0�
'u���µ�£; 13Ü©0�
oN�

�O�n; 14Ü©�¹
�{��[£ã; 15Ü©�Ñ
�{�ëê��, Ù¥�)
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S�5©Û; 17Ü©£ã
�{��è¢y,

5Uëê, ±9ÿÁêâ)¤�ª; ��§18Ü©©Û
�{�`":.



2 ý��£

ù�Ü©�Ñ
©�¥¤^�PÒÚ$��`², ±9'u���µ�£.

2.1 êÆPÒ

�þÚÝ
. �þ^��çNi1L«, ~Xa. �þa�=�^atL«.

½Âm��þa = (a0, · · · , am−1), Ù¥éu0 ≤ i < m, ai´a���©þ.

éuIþsÚm��þa, ±s · aL«Ù¦È, Ù¥a�z�©þÑ¦±s, =, s · a =

(s · a0, · · · , s · am−1).
éum��þa = (a0, · · · , am−1)Ú�K�êl ≤ m, ½Â(a)l = (a0, · · · , al−1).
�Ó�Ý��þ�±Å©þ�\, ~X, éuü�m��þa = (a0, · · · , am−1)

Úb = (b0, · · · , bm−1), a + b = (a0 + b0, · · · , am−1 + bm−1).

Ý
^��çNi1L«, ~XA. Ý
A�=�^AtL«.

�ê. �þ�Ý^�ê5Ýþ. éum��þx = (x1, x2, ..., xm), Ùl1�ê½Â

�‖x‖1 =
∑m

i=1 |xi|; l2�ê, =îAp��ê, ½Â�‖x‖2 =
√∑m

i=1 x
2
i , ½{üP

�‖x‖; Ã¡�ê½Â�‖x‖∞ = max |xi|. Ý
��Ý½Â�Ù�����þ��ê,

=, ‖X‖ = max ‖xi‖.

�Þ. éu8ÜS, ±x
$← SL«lS¥þ!�Å/ÀJ��x. éu©ÙD, ±x

$← DL

«lD¥æ��ÅCþx. éu�Å�{A, ±y
$← A(x)L«òA3Ñ\xþ�ÑÑD�

�y; e�{A´(½�, K±y ← A(x)L«.

�ê(�. -RL«¢ê, QL«knê, ZL«�ê. éu�êq ≥ 1, -Zq��q�
�{a�, �Zq = {0, · · · , q − 1}. éu�ên ≥ 1, ½Â�xn + 1��êõ�ª�

�R = Z[x]/(xn + 1), ½ÂXê5gZq�õ�ª�Rq = Zq[x]/(xn + 1). Rq¥���\

{Ú¦{$��Åõ�ª�$�5K.

iÎG$�. éuü�'AGs1, s2 ∈ {0, 1}∗, ½Â§��©��s1‖s2. ½Â'AGs�
�Ý�|s|. k�·�ò�Ý�m�'AGÀ�m��þ. �G^ε5L«.

2.2 �9Ù(J¯K

��éó�. ½ÂdÄB = {b1, ..., bm} ∈ Rm×m)¤�m�÷��Λ�

Λ = L(B) = {Bx : x ∈ Zm},

Ù¥b1, ..., bm��5Ã'��þ.

éum�÷��Λ, ½ÂÙéó��

Λ∗ = {y ∈ Rm : ∀x ∈ Λ, 〈x,y〉 ∈ Z}.



q��. �õê��è�YÄuüaAÏ�÷��, =q��ê�. éu��ên,m, qÚ

�Å�êÝ
A ∈ Zm×nq , ½ÂXem�÷�q��ê�:

Λ(A) = {z ∈ Zm : ∃s ∈ Znq s.t. z = As mod q};

Λ⊥(At) = {z ∈ Zm : Atz = 0 mod q}.

�(J¯K. ½Â�Λ¥�á�"�þ��Ý�λ1(Λ). �þ�Ä��O�¯K=�á

�þ¯K(SVP). Ï~¦^�´SVP¯K'uëêγ ≥ 1�CqC/.

½Â 1 (|¢SVPγ) �½�ÄB ∈ Zm×nÚγ ≥ 1, é�v ∈ L(B)¦‖v‖ ≤ γ · λ1(B).

½Â 2 (GapSVPγ) éuγ ≥ 1, �½Ñ\é(B, r), Ù¥B ∈ Zm×m�m�÷���Ä,

�r ∈ Q. �ä: eλ1(L(B)) ≤ rK¡Ù�YES¢~, eλ1(L(B)) > γ · rK¡Ù�NO¢

~.

��éλ1�í2, ½Â1iëY��þλi(Λ)������»r, ¦�Λ�¹i��Ý�

õ�r��5Ã'�þ.�'��áÃ'�þ¯K(SIVP)9ÙCq��,±9γ−uSVP¯

K½ÂXe.

½Â 3 (SIVP) �½m�÷����ÄB ∈ Zm×m, ÑÑm��5Ã'���þ�8
ÜS = {s1, ..., sm} ⊂ L(B), ¦�‖si‖ = λi(L(B)).

½Â 4 (SIVPγ) éuγ ≥ 1, �½m�÷����ÄB ∈ Zm×m, ÑÑm��5Ã'�
��þ�8ÜS ⊂ L(B), ¦�‖S‖ ≤ γ · λn(L(B)).

½Â 5 (γ − uSVP) éuγ ≥ 1. ��Λ÷vλ2(Λ) > γλ1(Λ) �, Ïé�"�þu ∈ Λ,
¦�‖u‖ = minv ‖v‖.

2.3 (�)��Ø�ÆS¯K

8c�Ü©Äu��ú�\��{Ú�����Æ´Äu��Ø�ÆS¯

K(LWE)[28]9ÙC/�E�. ·�JÑ�LAC�èXÚÄu�LWE[24]�{ü��.

½Â 6 (|¢LWE) -n,m, q���ê, χs, χe �Zþ�©Ù. �½(A, b = As+e), ¦

���þs. Ù¥A
$← Zm×nq , ���þs

$← χns , �Ø�þe
$← χme .

LWEb��Ün5Äu�þ�(J¯K, =dc¤ã�GapSVPγÚSIVPγ¯K, Ù

¥γ�ÀJ�ëên,m, q±9��Ú�Ø�þ�©Ùχs, χe�'.

½Â 7 (�½LWE) -n,m, q���ê, χs, χe�Zþ�©Ù. «©±eü�©Ù:

– D0 : (A, b), �

– D1 : (A,u),



Ù¥b = As + e, A
$← Zm×nq , s

$← χns , e
$← χme , u

$← Zmq .

LWE��½��ÚO���´õ�ª�d�[25].

3�LWE¥, �DÑ��§´(a, b = as + e), Ù¥a, s, e ����. ~^��´

�êõ�ª�Rq = Zq[x]/(xn + 1), Ù¥n´Ü·���Ý. k�Rqþ��LWEA~¡

�poly-LWE [9], Ù¥±v
$← χ L«v ∈ R�z�XêþUì©Ùχ)¤. 3LAC¥·�

¦^poly-LWE. �LWEb��Ün5Äun��þ�SVPγ¯K, Ø´�Å�.

{üå�, ·�¦^�LWE�~^�½Â, =õ�ª�Rq = Zq[x]/(xn + 1)þ

�poly-LWE.

½Â 8 (|¢�LWE) -n, q���ê, χs, χe�Rþ�©Ù. �½(a, b = as + e), ¦

��s, Ù¥a
$← Rq, ��s

$← χs, �Øe
$← χe.

½Â 9 (�½�LWE) -n, q���ê, χs, χe�Rþ�©Ù. «©±eü�©Ù:

– D0 : (a, b), �

– D1 : (a,u),

Ù¥b = as + e, a
$← Rq, s

$← χs, e
$← χe, u

$← Rq.

2.4 ©ÙÚ�Åæ�

þ!©Ù. ½Â8ÜXþ�þ!©Ù�U(X). ~X, Rqþ�þ!©Ù�U(Rq).

pd©Ù. (�)LWE¥���Ú�ØÏ~æ�gpd©Ù. ���pd©Ù´ëY©

Ù, ÙVÇ�Ý¼ê½ÂXe:

ρσ(x) = (
√

2πσ)−1 exp(−πx2/2πσ2),

Ù¥σ�IO�.

Zþ�lÑpd©Ù½Â�:

∀x ∈ Z,DZ,σ(x) =
ρσ(x)

ρσ(Z)
,

Ù¥ρσ(Z) =
∑

y∈Z ρσ(y).

Zqþ�lÑpd©Ù½Â�:

∀x ∈ Zq,DZq,σ(x) =
∑

w,w=x mod q

DZ,σ(w).

¥%��©Ù. dupd©Ù�æ�¿�´¯, ©z[5]¥JÑ3�O¢^.��è

XÚ��¦^¥%��©Ù. -Ψσ�¥%��©Ù, Ùëê�σ, éA�IO��
√

σ
2
.

3LAC��O¥, ·�¦^ëê�1Ú 1
2
�¥%��©Ù, ©OP�Ψ1ÚΨ 1

2
. Ù½ÂXe:



½Â 10 (Ψ1) æ�(a, b)
$← {0, 1}2, ¿ÑÑa− b. w,ÑÑ0�VÇ� 1

2
, ÑÑ±1�VÇ

þ� 1
4
. Ψ1�þ��0, ��� 1

2
.

½Â 11 (Ψ 1
2
) æ�(a, b)

$← Ψ1, ¿ÑÑa ∗ b. w,ÑÑ0�VÇ� 3
4
, ÑÑ±1�VÇþ

� 1
8
. Ψ 1

2
�þ��0, ��� 1

4
.

é��ên, ±ΨnσL«nÕáÓ©Ù�Ψσ, Ù¥σ´©Ù�ëê. 3Uì©ÙΨnσæ

��, �ÅCþ�n�©þ�À�Ñ´Õá�.

d	, ·��½Â�½Ç²þ�n¥%��©Ù, P�Ψhn , Ù¥0 < h < n/2�

óê. éuÑld©Ù�n�ÅCþ, ÙÇ²þ�½�ÙÏ"�h, �Ù¥�

�1Ú−1�©þ�êþ�h/2�, ��0�©þ�ê�n− h.

�Åæ�. ½ÂÄ��{Samp�±�½«fl©Ù¥æ��ÅCþ�L§:

x← Samp(D; seed),

Ù¥D�©Ù, seed´^uæ�x��Å«f. éu�«fseed = ε, TL§�x
$← D �

Ó����Å. ÄKx�æ�éu�Ó�«fseedo´(½�.

±

(x1, x2, · · · , xt)← Samp(D1, D2, · · · , Dt; seed)

L«U©ÙDiæ��ÅCþxi�L§, Ù¥1 ≤ i ≤ t.

3 �O�n

LAC��O�ÄXeOK:

– S�5:

• Äu�LWE��y²S�5;

• U-|¤k®�ôÂ.

– �Ç:

• p�O�;

• ��Ú�©5��.

– �(5: )��ØÇ$;

– (¹5: ´u�ØÓS�?Oa.��ëê.

Ï~,�LWE�(J5Ì�d�ØÇαÚ�Ýnû½,Ù¥α = σ
q

√
2π´DÑþ?(^

IO�σÝþ)Ú�êq�'�, ÏdDÑ©ÙÚ�ê�ÀJ�©'�. �â[3,5,2]¥�

©Û, Ü·��Ýn�29 = 512Ú210 = 1024. 3Äu�LWE��Y¥�¦^28 = 256.

éuù
n�ÀJ, �
¦^êØ=�(NTT) Eâ5J,õ�ª¦{��Ç, NõÄu

�LWE��è�Y¥ÀJ�êq�12289½7681[14,5,8]. ¢Sþ, é�êq�ù
ÀJ¿

Ø´ÑuS�5��Ä.



�
o��YS�5Úëê;n5, ·��Ì��Ong´ÀJ¦�U���

êq5¢y�°�Ç. Ïd, LAC�Äi!5���ê, ~Xq = 251. Ó�, ÀJ�Ä�

DÑ©Ù, ¦α�ê��±3Ün��. ¦+·�ØU¦^NTT5\�õ�ª¦{, d

u�ê=�i!5�, ·��±=¦^Intel�AVX2�-8, 3���-±ÏS?n

õ�¦{$�, lJ,O��Ç.

�
{z��Ú�Ø�æ�, ·��Ä�g´´¦^{−1, 0, 1}þ�¥%��©Ù,

,d�)��ØÇ¬�~�. �
)ûù�¯K, ·�¦^�©|�èå�Å�è

5ü$�ØÇ, ~X��BCHè. �Kþ, ?Ûäkv
Å�Uå�Å�èÑ�±^

3LAC�Y¥, ~XGoppaè, LDPC è�. �
;�pÇ²þôÂ, ·��¦^�½

Ç²þ�n¥%��©Ù.

éu¦^(JÆS¯K��{, �
¢yØÓ�S�?O, �~���ª´¦^

ØÓ��Ýn. �´éu�Rq = Zq[x]/(xn + 1), �n�2����, �ÀJ�né�, ~

Xn = 512½n = 1024. �
JøØÓ�S�rÝ?O, ·�¦^{−1, 0, 1}þØÓIO
��¥%��©Ù(Ü�Ýn�ÀJ5¢yS�5Ú�©���ò©.

ÄuäkIND-CPAS�5�Ä:ú�\��Y, éN´���������

Y. ·�¦^FO=��C/[17,18,19,20]5��IND-CCAS����µCÅ�, ¿¦

^FSXY=�[15,16]5��@y�����Æ.

4 �{£ã

�Ü©ò�ÑLAC.KEX�èXÚ�£ã, �)Ä:�����{LAC.KEXÚ@y

�����{LAC.AKE. �
��5Úµ��B§�©��¹
LAC.PKE�¤kS

N"

4.1 LAC.PKE

IND-CPAS��ú�\��YLAC.PKE´��LAC�èXÚ�Ä:. Ù¥kn�

�{:

– ��)¤�{KG, X�{1¥¤«.

– \��{Enc, X�{2¥¤«.

– )��{Dec, X�{3¥¤«.

ÎÒ. -q��ê, ½Âõ�ª�Rq = Zq/(xn + 1).

½Â�E�mM�{0, 1}lm , �Å«f�m�S�{0, 1}ls , Ù¥lm, ls���ê, ò3

���½.

�{¥¦^nÕáÓ©Ù�¥%��©ÙΨnσ . d	, ·��¦^�½Ç²þ

�n¥%��©ÙΨn,hσ . Ù¥ëê�äN�ò3���Ñ.

f§S. -ECCEnc,ECCDec�Å�Å��?èÚ)èf§S, ^u?1�Em ∈
{0, 1}lm9Ù?èm̂ ∈ {0, 1}lv�m�C�, Ù¥��êlvL«?è��Ý, �âäN�

ëê��½.



�{£ã.

�{LAC.PKE.KG�Å)¤�éúh�(pk, sk).

Algorithm 1 LAC.PKE.KG()

Ensure: ÑÑ�éúh�(pk, sk).

1: seeda
$← S

2: a← Samp(U(Rq); seeda) ∈ Rq
3: s

$← Ψn,hσ

4: e
$← Ψn,hσ

5: b← as + e ∈ Rq
6: return (pk := (seeda, b), sk := s)

�{LAC.PKE.EncÑ\pkÚ�Em, ±�Åêseed\�m. Ù¥f§SECCEncò�

Em?è�m̂. �seed��½�, �{´�Å�. ÄK, éu�Ó�seed, �{´(½�.

Algorithm 2 LAC.PKE.Enc(pk = (seeda, b),m ∈M; seed ∈ S)

Ensure: ÑÑ�©c.

1: a← Samp(U(Rq); seeda) ∈ Rq
2: m̂← ECCEnc(m) ∈ {0, 1}lv

3: (r, e1, e2)← Samp(Ψn,hσ , Ψn,hσ , Ψ lvσ ; seed)

4: c1 ← ar + e1 ∈ Rq
5: c2 ← (br)lv + e2 + b q

2
e · m̂ ∈ Zlvq

6: return c := (c1, c2) ∈ Rq × Zlvq

�{LAC.PKE.DecÑ\skÚ�©c, ¡EéA�²©m. Ù¥f§SECCDecÑ\?

èm̂,òÙ¥�èi)è. Ï~, )èò���Em ∈ M. �Ñy)è�Ø�, ¤�£�

�EmØ3M ¥.



Algorithm 3 LAC.PKE.Dec(sk = s, c = (c1, c2))

Ensure: ÑÑ²©m.

1: u← c1s ∈ Rq
2: m̃←c2 − (u)lv ∈ Zlvq
3: for i = 0 to lv − 1 do

4: if q
4
≤ m̃i <

3q
4

then

5: m̂i ← 1

6: else

7: m̂i ← 0

8: end if

9: end for

10: m← ECCDec(m̂)

11: return m

4.2 LAC.KEM

IND-CCAS����µCÅ�LAC.KEM´éIND-CPAS��ú�\��YLAC.PKEA

^Fujisaki-Okamoto=�5[17,19]. ù��{3[27]¥ïÆ, ¿3õ��Y¥¦^,

X[8].

LAC.KEM�¹Xen��{:

– ��)¤�{KG, �LAC.PKE���)¤�{�Ó, X�{1¥¤«.

– µC�{Enc, X�{4¥¤«.

– )µC�{Dec, X�{5¥¤«.

ÎÒ. LAC.KEM�£ã¥¤^�PÒ�LAC.PKE¥�Ó. d	, ·��¦^hash¼

êG : {0, 1}lm → S ∈ {0, 1}lsÚH : {0, 1}∗ → {0, 1}lk , ^5?1FO=�Ú)¤µ

C��, Ù¥lkL«¬{����Ý, �±�S�?OCz. 3LAC¥·�o´�

�lk = lm. GÚH�äNÀJò317Ü©`².

�{LAC.KEM.EncÑ\pkÚ«fseedm,)¤�Em,¿±pk,mÚlm)¤��Å

êseedN^LAC.PKE.ENC\�m.

Algorithm 4 LAC.KEM.Enc(pk; seedm)

Ensure: ÑÑ�é�©ÚµC��(c,K).

1: m← Samp(U(M); seedm) ∈M
2: seed← G(m) ∈ S
3: c← LAC.PKE.Enc(pk,m; seed)

4: K ← H(m, c) ∈ {0, 1}lk

5: return (c,K)



)µC�{LAC.KEM.DecÑ\skÚ�©, ÏLN^LAC.PKE.Dec¡E�E. ��Ù

ÏL\�5�y)���(5. ��yÏL�§Ù�£µC��. ÄK, Ù¦^h�

Ú�©)¤����Å�¬{��.

Algorithm 5 LAC.KEM.Dec(sk, c)

Ensure: ÑÑµC��K.

1: m← LAC.PKE.Dec(sk, c)

2: K ← H(m, c)

3: seed← G(m) ∈ S
4: c′ ← LAC.PKE.Enc(pk,m; seed)

5: if c′ 6= c then

6: K ← H(H(sk), c)

7: end if

8: return K

4.3 LAC.KEX

lIND-CPAS��\��YLAC.PKE������ÄS��Ã@y�����

ÆLAC.KEX, Xã2¥¤«.

PÒ. LAC.KEX�£ã¥¤^PÒ�LAC.PKE¥�Ó. d	, ^hash¼êH : {0, 1}∗ →
{0, 1}lk5)¤¬{��, Ù¥lkL«¬{����Ý, �±�S�?OCz.

ã 2. LAC.KEX: Äu��Ã@y�����Æ

ëê: LAC.PKE�`²

H : {0, 1}∗ → {0, 1}lk

Alice Bob

(pk, sk)
$← LAC.PKE.KG() pk

r
$← {0, 1}lm

c c
$← LAC.PKE.Enc(pk, r)

r ← LAC.PKE.Dec(sk, c) K ← H(pk, r) ∈ {0, 1}lk

K ← H(pk, r) ∈ {0, 1}lk

d	, ·���±��lLAC.KEM�E�ÄS�������Æ.

4.4 LAC.AKE

¦^[15,16]¥�Ï^=�µe,�±ÄuIND-CPAS��ú�\��YLAC.PKEÚIND-

CCAS����µCÅ�LAC.KEM�E@y�����ÆLAC.AKE. LAC.AKE3Canetti-



Krawczyk�.¥S�, äkfc�S�5[10], �|���³k¿ôÂ(KCI), ±9��

�³ôÂ(MEX)[15,16]. �Æ£ãXã3¤«.

ã 3. LAC.AKE: Äu��@y�����Æ

ëê: LAC.KEMÚLAC.PKE�`²

G : {0, 1}∗ → {0, 1}ls , H : {0, 1}∗ → {0, 1}lk

Alice Bob

(pkA, skA)
$← LAC.KEM.KG() (pkB , skB)

$← LAC.KEM.KG()

·�ú�: pkA ·�ú�: pkB

·�h�: skA ·�h�: skB

(pk, sk)
$← LAC.PKE.KG()

r1
$← {0, 1}ls

seed1 ← G(r1, skA)

(c1,K1)←LAC.KEM.Enc(pkB ; seed1) pk, c1

K1 ← LAC.KEM.Dec(skB , c1)

r2
$← {0, 1}ls

seed2 ← G(r2, skB)

(c2,K2)←LAC.KEM.Enc(pkA; seed2)

K3
$← {0, 1}lm

c2, c3 c3
$← LAC.PKE.Enc(pk,K3; ε)

K2 ← LAC.KEM.Dec(skA, c2)

K3 ← LAC.PKE.Dec(sk, c3)

K ← H(pkA, pkB , pk, c3,K1,K2,K3) K ← H(pkA, pkB , pk, c3,K1,K2,K3)

5 ëêÀJ

A�¤k�Äu��ú�\�Ú�����Y, Ø
ÄuNTRU�Aa, Ñ�Ìa

q�µe. �
�yÙ�y²S�, kNõ'u�, �ê, �Ø��ÀJnØ. ,, ù


nØ¿�éäN�ëêÀJ�Ñ��. Ïd, �Äu(�)LWE��YÀJäNëê¤�

�YïÄ¥�Ì�¯K, �´Nõ�Y�Ì�«O. �Ü©ò0�LAC�äNëêÀJ.

5.1 �ê

�âLAC��O�n, ü$�ê´Ì�8I. Xdc¤ã, ��Ú�©��Ì�d

�ÝÚ�êû½. ¦^2g�©���, �Ýn�ÀJ�©k�, Ïd·�Ì����

�ê5ü$K1��. �´�ê�ØUL�, §I�v
�, ±NB
√

2nþ?�DÑ.

3LAC¥, ·�ÀJi!?�ê. i!´�õê?nì�Ä�$�ü�. ù��ÀJ¦

ú�Ú�©;n, �|u¢y. Ù":3u��êC��, )��ØÇòþ,.

3�O¥, ·��Ä
n«i!?�ê:



– 2���, =q = 256.

– �êq ≡ 1 mod 2k, =q = 257.

– Ó��i!����ê, =q = 251.

�ª, ÑuS�5Ú{z�ê(���Ä, ·�ÀJ
q = 251. Ó�, l¢y��

Ý, q = 256, 257�U�5�Ð��Ç, ù�´·��5I�&¢�¯K.

5.2 ��Ú�Ø©Ù

�LWE¯K���Ú�Ø©Ù�ÀJÌ��Ìü��K. Äk, ��Ú�ØI�v


�±�y�LWE¯K�(J5. Ùg, ��Ú�ØI�v
�±�y)��{��(

5. ~�ÀJklÑpd©ÙÚ¥%��©Ù. pd©Ù�æ�I��Ñ�þ�, ¿�

J±3~ê�mS¢y; �Ù¦^�L¢y�, éÄu�;�ý&�ôÂ��yf. Ï

d, ·�¦^¥%��©Ù.

3¢y¥, IO��
√
λ/2�¥%��©Ù�)¤�ª�O�Σλ

i=1(bi − b̂i), Ù

¥bi, b̂i ∈ {0, 1}´þ!�Å)¤�'A. du�LWE�(J5Ì�d�ÝnÚ�Ø-�ê

'Çû½, �·�¦^i!?�ê�, =¦éué���Ø©Ù, �Ø- �ê'Ç�C�

v
�, ù¦�·��±¦^�{ü�¥%��©Ù, =ÀJλ = 1, �Ø�þ�z��

�ÑÏLb − b̂)¤, Ù¥b, b̂´þ!�Å�'A. ù����¥%��©Ù=dc¤ã

�Ψ1. d	, ·��¦^���¥%��©ÙΨ 1
2
.

1. Ψ1 : Pr[x = 0] = 1/2, Pr[x = ±1] = 1/4.

2. Ψ 1
2
: Pr[x = 0] = 3/4, Pr[x = ±1] = 1/8.

3LAC¥, �
;�pÇ²þôÂ, ·�éu�ØÚ���þs, e, r, e1¦^�

½Ç²þ�n¥%��©ÙΨn,hσ , é�Ø�þe2¦^ÕáÓ©Ù�n¥%��©

ÙΨnσ . Ù�Ï3ue2épÇ²þôÂvkK�, Ïd·�ée2¦^æ��Ç�p�Õ

áÓ©Ù�n¥%��©Ù.

5.3 )��Ø©Û

X)��{¥¤«, �E�¡Ekü�Ú½. Äk, l�©¥¡EÅ�è�èim̂.

��, lèi¥¡E�Em. w,, k

m̃ = c2 − (c1s)lv

= (br)lv + e2 + b q
2
em̂− (c1s)lv

= ((as + e)r)lv + e2 + b q
2
em̂− ((ar + e1)s)lv

= (er − e1s)lv + e2 + b q
2
em̂.

(1)

-w = (er − e1s)lv + e2, Kz�m̃i��ØÇ�δ = 1 − Pr[−b q
4
e < wi < b q4e].

es, e, r, e1, e2´lIO��σ, þ��0��©Ù¥�ÅÀ��, K�â¥%4�½n,

wi�©Ù�~�Cþ��0, IO��σ2
√

2n�pd©Ù. Ïd, z�'A��ØÇ�±



^pd�Ø¼êCq�δ ≈ 1− erf( bq/4e√
2(σ2
√
2n)

). ~X, éun = 512, q = 251, ©ÙΨ1, I

O��σ = 1/
√

2, Kz�'A��ØÇ�O�

δ ≈ 1− erf(
b251/4e√

2((1/
√

2)2
√

2× 512)
) ≈ 2−13.195.

b�BCHè�õ�±Ålt��Ø, �èi�Ý�ln = lv, b�w�Xê*dØ�',

·��±O�éu�Em, Ù)��ØÇ�

∆ ≈
lv∑

j=lt+1

((
lv
j

)
δj(1− δ)lv−j

)
(2)

±þ��¥éun¥%��©Ù¦^�´ÕáÓ©Ù��., ·�¤¦^��½

Ç²þ�n¥%��©Ù¥z����Ç²þÑ´ÕáÀ���Ï"�, �±þ

�©ÛE,·^.

5.4 Å�è

LAC�i!?�ê�5
�~p�)��ØÇ. ¦^�þ?�Å��{~

XD2½D4ØU?nXdp��ØÇ. Ïd, ·�I�¦^�r�Å��{. 3?è

+�kNõrÅ�è, ~XBCH, Goppa, LDPC, TurboÚPolar. �Kþ, ?¿äkv


Å�Uå�?èÑ�±^3LAC¥. Ñu{'Ú�Ç��Ä, ·�3¢y¥ÀJ


BCHè.

éuè��ln, �Oålld < ln�BCHè, ·�¦^SageMath¥�

“codes.BCHCode(GF (2), ln, ld)”5ÀJäNëê.

5.5 í�ëê?O

·�í��ëê?O��XL1¥¤«:

S�?O n q dis ecc lm pk sk ct bit-er dec-er

LAC-test 512 251 Ψ128
512 BCH[511,256,7] 256 544 512 656 2−42.24 2−140

LAC-light 512 251 Ψ128
512 V�Ûó��è+D2 128 544 512 664 2−81.73 2−150

LAC-128 512 251 Ψ256
512 BCH[255, 128, 17]+D2 128 544 512 704 2−22.26 2−151

LAC-192 1024 251 Ψ256
1024 BCH[511, 256, 17]+D2 256 1056 1024 1352 2−42.24 2−324

LAC-256 1024 251 Ψ384
1024 BCH[511, 256, 41]+D2 256 1056 1024 1448 2−20.01 2−303

dis ��ÚDÑ©Ù ecc Å�è

lm �E�Ý sk h���

pk ú��� ct �©��

bit-er Ø^Å�è��ü'A�ØÇ dec-er )��ØÇ

L 1. LAC.PKE�í�ëê



�1�Óëê�'§·��Ñ
#�LAC-lightëê§Ùü'A�ØÇ�$§·�

æ^
{ü�V�Ûó��èÅ�1�'A�Ø§Ø2�6BCH?è?1Å�§�¢

y
�p��Ç§ÙäNS�5µ��'LAC-128 Ñ$§äN�6.3. Ó�§�
ò)

��ØÇü�2−l±e§·�N�
n�S�?Oëê�Å�èëê��"

�
�Bµ�ìè�ÿÁ§·�O\
�@ÎÜ¿m�¦��½ëêLAC-test,

��ÿÁ¦^"ÙÄ�ëê�LAC-light�Ó§==´O�
�E�m±÷v¿m�½

ëê��¦§¿�AN�
Å�èëê±÷v�E�m�I¦"

du3¢S¥, ú�\��YÌ�^5DÑé¡\��Y¦^�¬{��, �â

S�?O���E�ÝB®v
, Ïd·�ò128'AS�?O��E�ÝÀJ�128,

256'AS�?O��E�mÀJ�256. du·��192'AS�?Oëê�¢Sµ

�S�5�pu192, ÙþfØ%SVP�{µ��E,5�259, ÏdTëê�±^

u256'AS�?O, Ï·�òÙ�E�m½ 256.

BCHè�ëêÀJ´�
��Ü·�)��ØÇ, Ó��±p5U. Äk, ·��

�lm��E�Ý�Ó. éulm = 128, ���^�BCH è�ln = 255, éulm = 256, �

��^�BCH è�ln = 511. ��, éuLAC-128ÚLAC-256, ·�ÀJld = 17, �±Å

�õ8'A��Ø. éuLAC-256, ·�ÀJld = 41, �±Å�õ20'A��Ø. �
3

J,Å�Uå�Ó��±O�5UÉ����K�§·�¦^
D2�{�ÜBCH?1

Å�.

z�Xê��ØÇ´ÏL¤k�Ø��òÈ�O�, �
��z�©���, 3

¢y¥, ·�¿ïc2�z�Xê�$4'A. ù�5
�	�[−7, 7] þ�þ!�Å(3

�LWEb�e)��Ø.

ú��)32i!�«fseeda, ±9ni!�þb. h�´ni!�þ. ��±�

�;32i!�«f±)¤h�, l��z�;, �d´ÑK�)��Ý.. �¦

^Fujisaki-Okamoto=�5��CCAS�5�, h�¥��)éA�ú�, ¦�)��

{�±\�5u��©�k�5. Ïd3LAC�CCAS����µCÅ�¥h��

��2n+ 32i!.

��, �©�)ni!�þc1, ±95gc2�lvi!. éuLAC-lightëê8, lv =

lm + 3 × 8, Ù¥3´Å�èP{êâ��; éu LAC-128ëê8, lv = lm + 8 × 8, Ù

¥8´Å�èP{êâ��; éuLAC-192ëê8, lv = lm + 9× 8, Ù¥9 ´Å�èP{

êâ���; éuLAC-256, lv = (lm + 21× 8).

6 S�5©Û

6.1 äNS�5

'uLAC�äNS�5©Û, ·��Ä�LWE3À½ëêe®��Ð�Ï^ôÂ.

ù
ôÂò�LWE¯KÀ�ÊÏ�LWE¯K. ù
ôÂ��[Ù�, ÙôÂ¤�´u

n). d	, ·���Ä�éLAC�AÏ�O�;^ôÂ, =f�ôÂÚpÇ²þô

Â.



6.2 Ï^ôÂ

�3Nõ)ûLWE¯K�Ï^�{, [3,29]¥�Ñ
ù
®�Eâ�nã. Ù¥¦

^BKZ�{��Ä�zôÂ[11]'¡|, |ÜÚ�êôÂ�{�J�Ð. {üå�, aq

u[4]¥�©Û, ·�Ì�'5üai\ôÂ, =Ï~¤`��©ôÂÚéóôÂ. L2¥

�Ñ
éù
ôÂ�S�5�O.

�{
�©ôÂ éóôÂ

²; þf ©¬�� ²; þf ©¬��

LAC-test 131 118 448 130 118 445

LAC-light 131 118 448 130 118 445

LAC-128 148 135 509 147 133 505

LAC-192 288 261 986 286 259 978

LAC-256 308 279 1054 305 277 1044

²;: ²;E,Ý þf: þfE,Ý

L 2. LAC�äNS�5

�©ôÂ.

�©ôÂ¥, ÄklLWE��¥�E��äkuSVP¢~��; ��, ¦^BKZ�{

¡ET���á�þ. {ü/`, �½LWE¢~(A, b = As + e), A ∈ Zm×nq , 8I��

Ý�

ΛA = {x ∈ Zm+n+1 : (A|Im| − b)x = 0 mod q}.

N´�y, �sÚev
á�, v = (s, e, 1)´uSVP �). ~X, X[4]¥¤«, ô

Â¤õ��=�σ
√
b ≤ δ2b−d−1 × qm/d, Ù¥σ´�ØÚ��©Ù�IO�, δ =

((πb)1/bb/2πe)1/(2(b−1)).

BKZ�{ÏLN^��f§Sõ�ªg5ì?/?n�Ä, l)û�Ý(=

©¬��)�b�f��°(�á�þ¯K, ~XN^(þf)ç{. T�{=BKZ-core-

(Q)Sieving, ÙE,Ý��6uBKZ�{Ïé��)�I��©¬�Ýb. �â[4],

SVP�óé²;ç{��ZE,Ý�
√

3/2
b+o(b)

≈ 20.292b, éþfç{�
√

13/9
b+o(b)

≈
20.265b.

éóôÂ.

éóôÂ¥, Äk�Edc¤ã��©��éó�, ��¦^éó�5)û�

½LWE¯K. �½LWE¢~(A, b = As + e), A ∈ Zm×nq , �E�Ý�d = m+ n�8I

�

Λ⊥A = {(x,y) ∈ Zm × Zn : Atx = y mod q}.

Ó�, [4]¥�Ñ, BKZ�±é��þv = (x,y) of length l = δd−1qn/d, Ù¥vtbÚ

þ!©Ù�m�ål.�ε = 4 exp (−2π2τ2), τ = lσ/q. ù±`³εô»�½LWE¯K.



aqu�©ôÂ, éóôÂ�äNS�5Ó��6uBKZ�{�E,Ý. �¦

^BKZ-core-(Q)Sieving�I5¿: ôÂö�±òç{ER = max(1, 1/(γε2))g, l

òε���1/2. ù�ö�éôÂö5`A�Ã¤�, Ï�ç{ò�)γ = 20.2075b��þ,

��E¤I�á�þê1/ε2.

S�5�O. ·�¦^�Ø%(þf)ç{�.�BKZ�[ì5�O�Y�S�5.

BKZ�{¤I�©¬��±9éA�S�5�OXL2¥¤«.

6.3 ;^ôÂ

I�rN�´d?©Û�ü«ôÂ�Ly¿�ru��ôÂ.

f�ôÂ. f�ôÂ®�3õc[6,1,7,21],^Ù©ÛLAC��{�ÐdAlperin-SheriffJ

Ñ[26]. ��êq = 251�xn + 1kü�Ïf:

xn + 1 = (xn/2 + 91xn/4 + 250)(xn/2 + 160xn/4 + 250).

�ó�, �3dõ�ªgÚh½Â�ü�f�, Ù¥g = xn/2 + 91xn/4 + 250�h =

xn/2 + 160xn/4 + 250.

�½(a, b = as + e), ÏL3f�þu���, �±¡E(s, e). l(a mod g, b mod

g) v±¡E(sg := s mod g, eg := e mod g), é(sh, eh) �aq. ���±¦^¥I�

{½n��¡E(s, e).

©Û. TôÂ�'�:3u, =��f������Ý~�, Ïd, BKZE,Ýé#�

f��Uü$. ·��©Ûw«, f�¥éA��þ, (sg, eg), ò�u�âpdéuª

�O��á�þ�Ý. �ó�, =¦�±3�Ý~���þ?1�Ä�zôÂ, �Ã

{¡E8I�þ. �,=��f�ü$
�Ý, Ó��O\
(sg, eg)���((sh, eh)a

q). äNó, (s, e) ´Xê3{−1, 0, 1}¥À���õ�ª, (sg, eg)�Xêò©Ù

3{0,±1,±2,±91}¥. Alperin-Sheriff �Ñ, òs and e¦±11, (sg, eg)�¤kXêò©

Ù3[−25, 25]«m.

-A = [Ag|I|11× bg],Ù¥AgL«ag)¤�Ý
,ez = [11× sg|11× eg| − 1]´Az =

0 mod q��á), K·��±¦^�©ôÂ¡Ez. I5¿, ÏLf�ôÂ, �©ôÂ�

�Ýld = 2n+ 1ü�d = n+ 1. duA´�ÅÝ
, q��Λ⊥q (A)�À��Å�[12], Ï

d�±^pdéuª5�OT�¥��á�þ��Ý:

λ1(Λ
⊥
q ) ≈ qm/d

√
d

2πe
.

3n = 512Ún = 1024�, �á�þ��Ý�O©O�86.36Ú122.4.



,��¡, ·��I��Oz��Ý. �â¥%4�½n, z��ÝCqÑllÑp

d©Ù. Uì·��¢y, zéLAC-128CqÑlþ���é�(253.59, 6.9)�pd©Ù,

éLAC-192�(253.26, 6.29), éLAC-256v2�(358.42, 6.86)1.

w,, Ø��Ñ�VÇ	, z��Ý'Az = 0 mod q�)�. Ïdz¿�T��á�

þ. �ó�, XJ�¦^f�ôÂ, b�'Ã�±gd�¯f��SVP�ó, �Ã{é

�á�þ.

o�, ±þ£ã�f�ôÂéLAC�ëê8ÃK�.

pÇ²þôÂ. pÇ²þôÂ´�«ÀJ�©ôÂ, du,
�©¥���Ú�

Ø(r, e1)�Ç²þ�U¬puÏ~�¹,Ïd��Ù|^. D’Anvers�<3©z[13]¥

£ã
é�
�þf�Y�pÇ²þôÂ}Á. �
�¼ù«ôÂ, ·�3�Y¥¦

^
�½Ç²þ�n¥%��©Ù. Ïd, 8cæ^�ëêØ¬É�ù«ôÂ.

7 �{¢yÚ5U

Xdc¤ã, LACÚÙ§�
Äu�LWE�ú�\��Y�Ì�«O3u·��

ëêØ|±NTT. ù�Ü©·�:0��LAC½��¢y�Y, �)Ï^�õ�ª¦

{, ±9ÄuAVX2 �-��`¢y.

7.1 õ�ª¦{

õ�ª¦{´LAC�¢y¥�Ñ��$�. 3ë�¢y�	, ·�JøXeü«`

z��:

– Ï^`z��: ÙÌ�*	´, dusÚrÀJ{−1, 0, 1}, ¦{ö��±^Å'A
�AND Ü6$�¢y�ai × 1 = ai&0xffÚai × 0 = ai&0x00. d	, ·��±ò4�

��?��uint64 têâa.. ù�, õ�ª¦{C�as =
∑

si=1 ai −
∑

si=−1 ai.

�q < 256�, nØþ�±ò8�Xê��?��uint64 tü�. ·��g?n4�X

ê, ò�{�m��? �À, lØ^3zg�âö���1�$�. ù��Ç�

Ð.

– ÄuAVX2���: AVX2¦·��±?n256'A�êâa.. ·��±3ü

� mm256êâa.¥�;32�Xê, ¿|^ mm256 maddubs epi16�-3�gö

�¥?132g¦{Ú���\{$�. ^ù�`z����30��\�.

7.2 Å�è

Å�èÜ©¦^��BCH?è, ·�ÄulinuxSØ¥�BCH?è?1?U,�©�

èe1gµhttps://github.com/jkent/python-bchlib/tree/master/bchlib. Ì��?U

´éBCH )è�{¥�Ì�(�Ú©|(�?1
~ê�mz?n§ÏLùèEâ�

½Ì�(���1gêÚ��Cþ��#§;�
for, if��é�5��mCz"

1 Têâ´¦^SageMathéz�ëê8ÀJõu100,000��Å��5. T¢�¿��
�ÑÚO
ål�yâ; Tþ�²w'pdéuªpÑéõ.



7.3 ÄOÿÁ

ù�Ü©Jø
LAC.KEXÚLAC.AKE5UÿÁ§Ù¥Alice1�L���ûux

öO�ux���ûêâI��O�þ§Bob�L�ÂöO�uxêâÚJ���I

��O�þ§Alice2 �LuxöJ��û��I���m. ÿÁ²�´Win10 ö�X

Ú, $1uIntel i7-770HQ @ 2.8GHz ?nì, 8GB S�. äN(JXeµ

�Y
LAC.KEX (�¦) LAC.AKE (�¦)

Alice1 Bob Alice2 Alice1 Bob Alice2

LAC-test 7.9 20.6 8.2 23.9 43.2 22.6

LAC-light 7.1 14.1 6.2 23.2 41.8 19.2

LAC-128 10.4 19.2 9.0 29.7 66.8 36.5

LAC-192 15.8 29.1 16.1 48.6 106.1 62.5

LAC-256 22.3 41.6 29.0 66.1 158.5 103.9

L 3. LAC.KEXÚLAC.AKE�Y5UÿÁ-Visual Studio 2019

�
�Bé'�{3ØÓ?Èìe�5U§·�3�Óö�XÚÚCPU��¹e

ÿÁ
ÄuGCC9.1?Èì�5Uêâ, äN(JXeµ

�Y
LAC.KEX (�¦) LAC.AKE (�¦)

Alice1 Bob Alice2 Alice1 Bob Alice2

LAC-test 6.2 12.5 4.7 17.2 37.5 20.3

LAC-light 6.2 11.0 4.6 17.2 37.5 17.2

LAC-128 9.4 18.8 9.3 28.2 62.5 34.3

LAC-192 15.6 28.1 15.6 43.8 100.0 57.8

LAC-256 20.3 37.5 26.6 59.3 146.9 93.8

L 4. LAC.KEXÚLAC.AKE�Y5UÿÁ-GCC9.1

7.4 ��Ú�©��

LAC��©Ú����XeL¤«.

S�?O ú�(i!) h�(i!) �©(i!)
LAC-test 544 1056 656
LAC-light 544 1056 664
LAC-128 544 1056 704
LAC-192 1056 2080 1352
LAC-256 1056 2080 1448

L 5. LAC.PKE9LAC.KEM����©��



S�?O
LAC.KEX LAC.AKE

Alice(i!) Bob(i!) Alice(i!) Bob(i!)
LAC-test 544 656 1200 1312
LAC-light 544 664 1208 1328
LAC-128 544 704 1248 1408
LAC-192 1056 1352 2408 2704
LAC-256 1056 1448 2504 2896

L 6. LAC.KEX9LAC.AKE��E��

7.5 Å�è��;¤�

½Â
BCHÅ�è�?èÚ)èëê�bch control´LAC¥�Ó�;�Ü©.3Ï

^`z¢yÚAVX2¢y¥,ù
ëê�±3“bch128.h”, “bch192.h” and “bch256.h”¥

�S�?O©aLAC-128, LAC-192ÚLAC-256¥©O½Â. ù
ëê�äN¤�XeL

¤«.

S�?O
BCHëê

bch control(i!)
�è�Ý êâ�Ý ���Ø

LAC-128 511 256 16 9916

LAC-192 511 256 8 15048

LAC-256 511 256 20 28080

L 7. Å�è��;¤�

8 `":`²

8.1 `:

¢y�¡:

– LAC�±3|±AVX2�-�=A�x64?nìþp�¢y.

– LAC�±3|±�þ�-�ARM?nìXNEONþp�¢y.

– LAC�$�3�Oþ|±¿1, �~·Ü3õØ?nìþ¢y.

�O�{'5:

– LAC��OOK�©{ü: ¦^i!?�ê5~��©Ú���º�.

– �ØÚ���©Ù�~{ü, ´u¢y.

– LAC�Ì�$�´õ�ª¦{, ´un).

(¹5:

– LACJø
n«S�?O, ´uÏL�ÝÚ�Ø©Ù�Cz5N!.

– ØÓS�?O¦^�Ó��ê.



8.2 ":

LAC�"::

– I�^rÅ�è~XBCHè5�y)��{��(5.

– Å�è¢yI��y~ê�m5;�ý&�ôÂ, éO��Çk¤K�.
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5. Alkim, E., Ducas, L., Pöppelmann, T., Schwabe, P.: Post-quantum key exchange - A new

hope. In: 25th USENIX Security Symposium, USENIX Security 16, Austin, TX, USA, August

10-12, 2016. pp. 327–343 (2016), https://www.usenix.org/conference/usenixsecurity16/

technical-sessions/presentation/alkim

6. Bernstein, D.: A subfield-logarithm attack against ideal lattices (2014), https://blog.cr.yp.

to/20140213-ideal.html
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