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1 #Ees

PTATHE T 4% LA LWE(Learning with errors over rings) i % i T LACE 15 R
4 (L Attice-based Cryptosystems), & NRVI/NAAEME L, M4 E %05 2%
M S TEZERM, N TSI, LACR G770 NLAC.PKEMLAC KEX P 7) 1
1793 WAl AR HLACKEXHES 73, A& 5 T LAC. PKEW i 1) R filt 25 P AT #e 5
FLAC.KEX R T £ % 30 % A M LAC. KEM B IAE % 8138 # I LAC. AKE.

— LAC.PKE: IND-CPA %4 [ A B N 7 %

— LAC.KEX: #¢3% 43 HZ i, MLAC. PKE B 425 40 K;

— LAC.KEM: IND-CCA“%Z 4 [¥) % 21 £ 32 L, 2 XTLAC.PKERL H SC iR [17U1920] 1
RO 475 T T K

— LAC.AKE: AIE %A Hethill, & XTLAC.KEMAILAC.PKER F [T5/16] # FIFSX Y #%
e 1M .
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1. ETHIEERGLAC

FEEIMERAR AR, LAC %65 RS2 LAC 3-8 H MSAL S 538 MR G TAE, i Aise
BB BB R, A ZATT AR 55 LAC PRI SEEL 6 A T A FF G 2R 1 2
O FER AT LE R M FH 3 e 2 A B A8 2o 36 = AR5,

LAC F 28 — AN hiAS [22) 7 i ide 522 58 1) 56 EINISTH LA M 2 3R G & T A HE
AL I E Hh I T WA R VR4, N T AR RSP, ERLIAE], RATE
BT A B A, HAATER3], BT U AR SR AS B TR i A TR, AR
0 1B 25 R B SR AR B — RO VP A5 R, A DN BE AT TB I G Y R 1S R
M EETEIRM S R R, BB

— EAHTBCHSH JFBC & 1 FI D22 B 510010 il T R A B R B 2 2 R BL T
— KNP TN BE LR ™ A, A BT 2 3 P B SO

— MRERFE, ZISRIE. BCHARMGI 4 HH S H B (8] S

— 380 T LAC-light 2 41 ) 4% 2 40N H «

— N T LAC-test ZHUF R S EALMEAE
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SR oy T HOFI SRS, RN T R T BN, SR A AR T A
BT R SR A L T SR M VAR I SRR e T M SO E, H g
K B RR HEAR SR IINT; SEIOR o 45 1 T e AT ST AR T SR AR SR,
YEREZ B, DLRIABAR T 3 15, SR A AT T SR B



2 FEENR
X5 T SRR T R SRS BV, DL S TR I AR

2.1 #HFidS
EEMIERE. MEHNG BEFERR, flila. MEaEERHa R
EXméEFEa = (ag, -+, am-1), FLHRT0 <i <m, a;72alI &N E.
YT PR EsHméEn Ea, Pls - aRn I, HbalJ&EDrEH#H s, B, s a =
(S'(I07"' ,S'Clm_l).
XTméEmEa = (ag, -+, am_1) FHAEFEELLL < m, & X(a); = (ag, - ,a1_1).
AH IR 2 B (1) 1) & ] LA gy s AR, B, XTI mgE R Ea = (ag, -, Qmo1)
b = (bg, -+ ,bm_1), a+b=(ag+bo, - ,Am_1+ bm_1).
FEFE R RS AR RERR, Bl A. HFE AR B H A RIR.

. MEKEHUECEER M TmdmEr = (11,10, ..., 2m), FLLTEEE X
Mzl = S0, |l LIEE, WEJLRATEH, & XN ||zl = /S, o2, B HID
Hlx|); ToF5TEHGE A2 = max |a;]. HFE K B OhH A 1 51 1n) & 5L,
B, 1XC )| = max ||z ]

gisk. WFHESS, Mo & SFRMNShSIBbER Tt Ee. WF 94D, b & DFE
TR MDH SRR BELAE B, 3T BEHLELIEA, Bly & A(x) R BATER Ao L (% I
Yy; A FIEAZRTER), WLy < A(z) EoR.

REEH. SRERLH, QRRE B, 2R X T8 > 1, 2Z, 88qlM
ol RKI, HZ, = {0, ,q — 1} X THHn > 1, & X" + 1B L2 000F
HNR = Zlz]/(z" + 1), & LRBRAZ,MNZ AR, = Zy[z]/(z" +1). Ry ITHRKIIN
AR B 2 WA A SR

FHREEE. W THALRE S s, 50 € {0,1}7, 8 LCEATIPHE A 51| s0. 58 LR s
KPEAs|. A A TRASTE m i Bk S M e & 2 ek 3EoR.

2.2 1 REFEMEE)RR
BE3HBIE. EXHEB = {by,...,b,} € R™ ™A R mdEmkk AN

A=L(B)={Bx:xzcZm},

Horbiby, . by, NEMETC R ) &
XEFm B A, 2 SO

AN ={yeR":Vxec A (xy) €}



qTUA&. K2R E 6 T AT PSRRI B, RN oo A X1 1L 3 Hn, m, g1
BENLEEROERE A € Z >, 58 L T m etk B8

A(A)={z€Z":3s € Z; st. z= As mod q};
AH(AY) ={z€Z™: A’z = 0 mod ¢}.
RREMERIRE. € KA R AR 1 & AR A (A). A8 b e AR I v 5l i B 5
[ 5[]} (SVP). 3l A5 FH A2 SVP IR T- 28y > 1H0IE IR TE.
EX 1 (HBRSVP,) S AB € Zm*"Fay > 1, KElv € L(B)#||Jv|| < v- M\ (B).

EX 2 (GapSVP,) 3 Ty > 1, &RIMAM(B,r), LB e Zm™ Amishkts gk,
Hr e Q. Flif: EXN(L(B)) < rW AL AYESHEH], EXN(L(B)) > v - rM AL ANO%
1.

VERRIN IHET, 58 USRS RN RN, (A) N — NN R, R AR A AN i
Z e LM TE IR A B A 2 1) 5 TIE 9K R) & i) (SIVP) B FL UL AR, BA Ky — uSVPIA]
g LR,

RN 3 (SIVP) % R ith kA 4948 B € Zm<m, by thn /™ B0 % 49 46 18 09 &
B8 = {s1,...8m} C L(B), #£1%|s:]| = \i(L(B)).

EX 4 (SIVP.) M Fny > 1, S RmiE bbb £ B € Zmm, i hmA & b £ % 8
e BHELS C L(B), #42S| < - A (L(B)).

EX 5 (y—uSVP) 3Ty > 1. BHREAFZN(A) > v\ (A) B, FRIERGEu € 4,
#%43|u|| = min, ||v].
2.3  (W)THHEIRE 6]

AT K B 23 JE T 48 110 28 1 585 B0 925 R 85 A 0 e 80 R 3 1 A A AR R = ST )
(LWE) 28] K& HAR T A3 (). Bl 142 HH ILACE S R G5 T IR LWE [24] 1) 147 5 i A

EX 6 (BELWE) 4n,m,q A E¥K, xa,Xe NLLHT. %52 (A b= As+e), K
wEAEs KP AL L EhEs &, dirtge &7

LW EAR 3¢ ) & B 5 1 A DR X () 2, BB T T3 ) GapS VP AISIVP, i),
IR 5 28, m, q UL AR RIS 1R R B (1) 20 AT X s, Xe K.
EX 7 (FIELWE) 4n,m,qh E¥H, Xo, Xe NLLEE 5T . RS ATAAG T :

- D() : (A,b), —I%
— D1 : (A,'LL),



AFb=As+e, AL, s X2, e XU, u L7

LWE 1) 8 WA FA VSRR AR 2 22 T 56 1 (1 [25].

FERLWEH, #8552 (a, b = as + e), Ha, s, e NHAITLER. H KIS L
ML TRIAR, = Z,[x])/(z" + 1), Hhn @& RAYEE. Hi R, FHISRLWERHIFR
HAipoly-LWE [0], HHiLho & v Fokv € RIGEA REIIHIB A i . 7ELACH AT
ff Fpoly-LWE. 2 LWE{R 1% [ & 3P 5 T 2R ESVP, a8, 1M A& BEALA.

] B L, BATE A LWES: & H & X, B 2 KR, = Z,[z]/(z" + 1) b
fpoly-LWE.

EX 8 (WERIFLWE) 4n, ¢ LXK, x5, X ARLAODH. %% (a,b = as +e), K
HiEs, fPa R, #%s & Xs, 5Eike & Ye-

EX 9 (FIEILLWE) 4n,q A B, xo, Xe FIRES DT, RS AT AN

- -DO : (a,b), —1—5
- Dl : (aau>y

3 3 3 $
H¥Pb=as+e, a R, S Xs, €4 Xe, Ut R,.

2.4 ST AIRENEAE
BE5%H. © XEEX EWES A AU (X). B, R, ERIE545 MU (R,).

S, () LWEH (KRS A R 08 5 KA B = oA, — it s o A 2 85
A1, FME A B R HOE (IR

po(x) = (V210) ' exp(—ma?/2m0?),

Hrho JbrifE 2.
Z. LW B s o3 A 8 SN
Vo € Z, Dy () = z:((;))’
/ﬂ\:EPPU(Z) = ZyeZ Pa(y)'
Z.q b B I i o3 Af 2 SO
Vi € Zg, Dy, 0(z) = > Diol(w).

w,w=z mod ¢q

DTSR T R A 0 KR I 5, SO (B o th 7 R 92 P e B
S G UG P D B, 4w, D =BG, B MR, MR RN, /T,
TELACH Bt oh, T T I S MO VR 0k 0 5043, 4 IR o Ry . B 3L F



EX 10 (1) FH(a,b) & {0,112, H¥rha —b. SRMEOMHBEN L k169 mE
BHL U IE R0, T ERL.

EX 1L (0y) FH(ab) & 0y, Hidiaxb ZARMHOMBERD Ml 10BEH
AL W EHEA0, FEHL

X IE# K n, D Romn B[R AT, Ko i S8 IR vk
PRI, BEALAR B n ) 73 5 (0 A B A S S ).

BEAb, FRATAE 58 S g I & A n B PO IO, ARk, Hd0 < h < n/2
B X T AR BE 2 A i B B AL AR &, L0 R e O O B Eh, B E
NV =1[15r BRI b/ 24, AER0M 7> AN KN — h.

BEARAE. € Sl G Samp Jy LSS TE Bl 5~ A 23 A PR A BEATL AR B R o A2
x < Samp(D; seed),

P DA oA, seed i T RAE I BEHLAD T, T 25 Fh Fseed = ¢, %t 5z & D #
[5] EL5E A BEAL. 75 002 0 SR AE % AR 5 b T seed S 2 A 5E 1.
PA
(z1,29, -+ ,x¢) < Samp(Dy, Dy, - -+, Dy;seed)

RGP AT DRFEREALAR fra O AR, Horhl <4 <t

3 WitIRIE

LACHI & TH 25 FE 1 AE

— A
o FETILWER n] kBl 2 4 1
o HEHLPLITA CANBLH.
— RR:
o I
o EEHAIE LRI/,
— IR R R A
— Rt G T AR SRR R ESHL

S, RLWER) X PE 32 2 R R o A REn PE, Heba = 2V2m & B (1
it 72 o 55 5 ) FIASE K (1) AL, DR1 Ok T 38 A ARS8 1) R 43 1 23 SC . AR 8 [315112] - (1)
ST, EE B 4EEEn 20 = 5121210 = 1024. 783 THILWER) /7 % dr o ffi 28 = 256.
XX Een IR, N T AR (NTT) HiARRIET 2 TRIE SR, 2 & T
IRLWER) 8 77 & ik B % 1228988 7681 [TAUSR]. s Fx b, XA q X 48 i £ IF
AR TR AEMENERE.



NT I TT S AR S BUE R, BRATI B B AR IR B R AT R/ A
BRI T . R, LACTE FE = 1 UL (54, il tng = 251. [FIN, EHFERE 1)
W5 A, (I EUE AR A . RERATA R FANTT R ik £ iUk, i
FREBA N TR, FRATTAT LLEE T F Intel (N AVX 248 A48, 78— M54 A I Ab 7
ZANFIFIE L, WA,

NT RGBS R R ISR, FRATTI AR B R A {—1,0, 1} L 0 000 A,
ST S B AR 5 R 2R 2 AR KL O T AR I — 1) A, FRATISE FH K 43 2H K B A
KBRS 15 %, Bl a0 — JuBCHAG. JR U b, AT AT B AT & 5 2 5 B8 1 1) 2 5 65 & T DL
TELACTT 1, #linGoppafid, LDPC #5555, Jy 1 2k fo i) B B 2 Xy, FRATH A8 A [ e
PUBH B B A FE AR IR

o A P R M 2 = 1) R v, R T SRS IR ) 2 A g, e L TR 7 X0 £
ANFEMLEEEn. (BN THR, = Z,[x]/(x" + 1), Hn 2007 T, wE B HniR D, 5
Win = 5128n = 1024. N THRUEEANF 220 EH 0], AT {-1,0,1} EAF bR
ZEWTH 0 I AT 25 2 P m R I R R ST 22 A 1 FH 25 SR/ INII AT .

BT B AIND-CPAZ 4= M 1) H i 8 87 0 %5 77 %8, AR 4% 5 15 30 Wi i) 25 4 28 ¥ 77
. AT HFO#E #1122 T2 [17UI8IT9I20] K 43 BIIND-CCA %2 4= 1) 25 B B 2 L, I A
FIFSXY 45 [TB[16] K A3 2 AR 25 FH A 4 bl

4 BiEiEA

AF B 45 B LAC KEXZE S R Gt R, /B35 FE At 3 50 28 # 57 7E LAC. KEX A IE
A ¥ BVELAC.AKE. A T 58 B FEAl 5 8, A RS TLAC.PKER T A W
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4.1 LAC.PKE

IND-CPA %4 A AN % J7 ZLAC.PKEZ A LACE /Y R G LR, Hrpa =4
Bk
— R REEKG, I R,
— IS BEEnc, WP R
— fREE S, Dec, W BEH PR,

He. Lo, B X EHRIAR, = Z,/(a" + 1).
S S AR MO{0, 1o, BEHURD T-22 19889 {0, 1}, Foehil,,, 1, LA, 2
B G .
S o P S 3 9 T S A B A, R AT A 0
Fn T s A A0 3 B M LA A A B R 40 .

Fi2FF. 2ECCEnc, ECCDecy 2 fif ALl ) 4 B4 A1 A A% 7 R2 /7, T HEATIH Bom €
{0, 1} B R Giftm € {0, 1} 2 1A i A2 e, o iAo it 1K 52, AR AL A4 1Y
SHOEE.



BORMA.

HELAC.PKE. KGRENLAE Be— X A FAEH (pk, sk).

Algorithm 1 LAC.PKE.KG()
Ensure: it —XAFH (pk, sk).

1: seeds & S

2: a < Samp(U(Ry);seeda) € Rq

3 s & gk

4 e & wph

5: b« as+e€ Ry

6: return (pk := (seedq, b), sk := s)

HIELAC.PKE.Enciii A pk A1V Eom, ABENL #seed IN% m. H 12 ECCEncl i
Eméitd ym. Yseed RIE IS, FIEZHHLIT. T, X T4H F K seed, FIEEHE 1.

Algorithm 2 LAC.PKE.Enc(pk = (seedq,, b), m € M;seed € S)
Ensure: HiH% e

: a <+ Samp(U(Rq);seedqa) € Ry

: m < ECCEnc(m) € {0,1}"

. (r,e1,es) «— Samp(T" Wit Wl seed)

ci+ar+e; € R,

i g+ (br), +ex+ 2] -m e Zfl“

: return c:= (c1,¢2) € Ry x Zl

FLAC.PKE. Decliii N sk A1 e, R Xt N H B Sm. Hd 72 FFECCDeckii A\ 2
0 B TP RS P RAD, S RS 2TH Em € M. MBS E RIS, FTiR[ElH)
HEMAEM F.



Algorithm 3 LAC.PKE.Dec(sk = s,¢ = (¢1,¢2))
Ensure: #ith ¥ 3Xm.

tu4—c1s € Ry

D m—cz — (u), € ZY
:fori=0tol, —1do
if 4 <m; <3l then
m; < 1
else
m; + 0
end if
end for
: m + ECCDec(m)

: return m

© 2 g w

— =
= O

4.2 LAC.KEM

IND-CCA % 4= [ 2 5 EH B LI LAC. KEM 2 X IND-CPA % 4= [ /A 83 I % 7 26 LAC.PKER
FFujisaki-Okamoto¥% # i Sk [I7U19). X — A FERTH i, HAEZ AT EH M H,
8.

LAC.KEME, &t~ =ANH ik

— B RIIEKG, SLAC PKERIEHIAE BT, s s,
PR EEEnc, E IR T
~ REPEEEDec, WE BRI,

FFS. LACKEMAHE & b i T 1940 5 5LAC.PKEH AH AL e 4h, 3R ATTIE {# Flhasheq
G : {0,1} — S € {0,1}FH : {0,1} — {0, 1}, FRBEITFOR e fl A Bl 3
P, Hobl Ron 2GS A KR, v DUBE 2 4 200 i A2 4k, AELACH FRATT a2 1
Bl = L. GRIH R ARG PRK 178 ST 2 1 .

HELAC.KEM.Encliii N pk 1l -Fseed,,, ZE R B, F£Lhpk, mA m A= B HIBEHL
Hseed il FILAC.PKE.ENCHIN%m.

Algorithm 4 LAC.KEM.Enc(pk;seed,,)
Ensure: #iiH—X % CHE 3% H (e, K).
m < Samp(U(M); seed,) € M

seed < G(m) € S

¢ + LAC.PKE.Enc(pk, m; seed)

K < H(m,c) € {0, 1}

return (c, K)




fit B B 51 LAC.KEM . Dectit A sk A% 3, a1 i H LAC.PKE.Dectk B8 5. B J5 F&
T I EE 0 R IGAIE A 2 ) IE AP, I E S, HaR e, B0, HAE AR
FESCAE S — M BE AL 216 281

Algorithm 5 LAC.KEM.Dec(sk, )
Ensure: HithifE K.
m < LAC.PKE.Dec(sk, c)
K < H(m,c)
seed < G(m) € S
¢’ < LAC.PKE.Enc(pk, m; seed)
if ¢’ # ¢ then
K < H(H(sk),c)
end if

return K

4.3 LAC.KEX

MIND-CPA %2 4= i) N %5 75 ZZLAC.PKER] B 8215 34k 3 22 45 B TE I IE 25 4 38 #e
WLAC.KEX, R pis.

185, LACKEXKHii& b it it 5 S LAC.PKEH A [E. b4k, Fhashef 3 H : {0,1}* —
{0, 1} kA a1l B, Horpl R il B I RE, 7T LABE 22 400 T A2 1.

2. LAC.KEX: S T4 JC M E 2 A8 3 b
25 LAC.PKE 60
H:{0,1}* — {0, 1}

Alice Bob
(pk, sk) & LAC.PKE.KG() k
r & {0,1}m
o & LAC.PKE.Enc(pk, 1)
r + LAC.PKE.Dec(sk, c) K < H(pk,r) € {0,1}*

K « H(pk,r) € {0,1}*

AR, FRATTHE AT LA B B2 L AC. KEM A 3 4 312 4 1 2 BH A8 # Bl

4.4 LAC.AKE

it i [T5UT6] A Ff93 F F5 HHE S, W] LAJEFIND-CPA % 4 A BN J5 % LAC.PKEFIIND-
CCAZ A HE BN HILAC. KEM i AIEZ 8138 #e i i LAC.AKE. LAC.AKETE Canetti-



Krawezy kB bz 4, FA S5 22 A [T0], 777085 493 B F6 B0 (KT, LA K
it 5 it (MIEX) [I516]. s o B .

3. LAC.AKE: ZT# I AERE A H bl
28 LAC.KEMAILAC.PKE) 3t BH
G :{0,1}* — {0,1}, H:{0,1}* — {0,1}'*

Alice Bob
(pka, ska) & LAC.KEM.KG() (pks, sks) & LAC.KEM.KG()
AN pka B AH: pks
FRASFAEH: ska FPARLEH: ski

(pk, sk) & LAC.PKE.KG()
r & {0, 1}
seed; < G(r1,ska)
(e1, K1)«LAC.KEM.Enc(pkp;seedi) pk, c1
K1 + LACAKEMADeC(SkB,Cl)
T2 <$; {0, 1}15
seeds « G(r2, skB)
(c2, K2)<—LAC.KEM.Enc(pka; seedz)

Ky & {0,1}!m
2, ¢3 ¢s & LAC.PKE.Enc(pk, Ks; €)
K + LAC.KEM.Dec(ska, c2)
K3 < LAC.PKE.Dec(sk, c3)
K+ H(pkA7pkapk7c37KlaK25K3) K «+ H(pkAvpkB7pk7C37K17K27K3)

5 BYIREF

JUF AT B2 TS 1 A BTN E A S SRS 07 %%, B T2 FNTRUR LSS, #RIEAER
ARIHEZE. Oy 7 ORIEE ATIER 224, A VF 2 0T34, A, BRRAR IR R Eie. AR, X uk
HAR IR AN BRI S HULE B R T, B, AT (8 LWER) 7 ik # B A S HUR N
JE SR FE P A S A, R VE 22 U7 SR RO A SHLACH B S Rk £

5.1 1B

MRAELACH) BT R B, P (RS 32 28 H bs. QAT i, S B AN SR/ 1 B
2 EANRE A LR E . A 200 70 IR I, 4R B n A3+ 0 A R, PR AT 3 BAREE /I
TEBOR FEAR RN, (H R BB AR A, ERELE R, LAYV 205 I %
FELACH, BATIESE 7 FREL. 72 K2 U B R A S H e, KR ¢
NIV SRR, WA TSP, s m e T B N, R R AR BT
FEC R, JATHBE T =Fh 7 1T AL



— 2R, Bllg = 256.
— Z#g=1 mod 2%, Hlg = 257.
— NI ERKEREE, Wlg = 251.

B, M AR RIS I R, BATIESE 1 g = 251, [FIIF, ASCILART A
&, q = 256, 257 AT REHT RS HURIR, 1K FATTAR K AR ZHRZ 1 ) A

5.2 FEFMERSH

ALWE I R AL A R 70 AT RO 4% 2 B AR PN RN 85, A ANERHR 7R 222
5 R UL ARUEPNLWE [] 3 (0 PR HE A LK, BR8N R 75 2 A2 06 /) DA R AIE AP 85 B35 ) I
. W WLk P B R i A AR IO v BT A SR 7R AR KRR, R HL
e DATE 5 50 TR) A S B 4 LA P 2 SR S BT, F 5 117 i %) 0045 38 st e i .
U, FRATIE ot T A

TESCIL Y, R 2 09/ /2000 R0 I 43 A 1R AR s ON T RS (b — by), B
Hiby, by € {0, 1} S0 BEHLA B ELARF. T PRLWE FO R 3 4 3 582 P 4 J8E n R - R
PR PE, AT 71 G, BRI TR R A, fF iR B R AR 1S
ARG R, TRATATFATT AT LA e 7 B ) rpole — 30000 A, RIAEFEN = 1, BRI BRI IT
FHOEILD — b4 A, Forhd, b S AT BENL A ERE. X REAF B A0 s I 43 A Bt i A
(W, Behth, FATE A A B/ ol I AW

1. ¥, : Prlz =0] =1/2, Prlz = £1] = 1/4.
2. Wi Prlz = 0] =3/4, Prlz = £1] = 1/8.

FELACH, O 1 8 b ey PO B B ey, AT T A IR AR 7 s, e, 7, e 1 11
SE D R 5 PG IR AT, IR IR (7] B e AT [F) 23 A7 ) n 5 AP0 — T 5y
Anwy . HJRRIE T eo %t i DU B I AT UM, DRI 3RAT T e (o ISR R0 B v Y 4k
SLIR) G A BB ot ISR

5.3 MREBIROH

R AT TR, HE R EA PP, 55, WESCHIRE A S T,
BEJE, MRS IR Em. B8, A

m=cy;— (¢18)),
= (br), +ex+ []m — (e13),,
= ((as+e)r)i, +ex+ [{]m — ((ar +e1)s),,

= (er —e1s);, +ex + [L|m.

Lw = (er — e1s);, + eo, WA MMM IRFE NS = 1 — Pr[—|4] < w; < [1]].
s, e, r, e, et WIRHEZE Jo, BB O/ A b BEATLZE B, TR 48 o 0o b PR s 2
w, (953 A 5 BT B N0, ARiEZE o2V 2l m i A, DR, REAS TR (B 1R 2R AT LA



F R R R HOE NS ~ 1 — erf(ﬁgéf}m). Blhn, 3 Fn = 512,q = 251, - 4il;, bi
HEZNe = 1/v/2, WA R R R AT

0~ 1—erf( [251/4]
V2((1/+/2)2y/2 x 512)

(BB BCHAD 2 T LA L, AR, B K AL, = 1, 18w REBIL X,
FATAT LA T B, HR B HHR RN

) ~ 2—13.195.

Lo

l _ _
A~ ((?)&(1 —5)“]) (2)
j—zz;ﬂ J
DA At S50 0 T B v I3 A7 A B 2 S R] AT BOASEAY JRATT P A FH D R
P H g B R I AT A BRI A 0 E B AR S ST R B (TR A, Wb b
(73 BT AT5 SR .

5.4 25ERD

LACH) 45 G B8ty ok 7 AF 8y B Al 2% B 2 30, 8 38 8 0 1) 4 4 T 92
WID2ELDAA BE Ab B G it vy i 45 2 6. DRIkt FRATT 75 2 A0 FH A w4 8 7 V2. FE gt
MU Y 2 s H5 Y, %l nBCH, Goppa, LDPC, TurboflPolar. Ji N I, (£ & HA &
% 2 #5877 B 2 B R AT DL AELACHT. HE T 197 v AN R 1 25 8, FRATTAE S A ik
TBCHIS.

TN, RS, < 1, FIBCHRY, FA1# F SageMathH1 [
“codes.BCHCode(GF(2),1,,,14)" KiEFEHAAZEL.

5.5 HEFESHELH

BATHERE (200 v B n =L o

(22908 n [ q [ dis | ecc [ | Pk | sk [ ct [bit-er [dec-er]
|LAC-test | 512 [251|wiZ |  BCH[511,256,7]  [256] 544 | 512 | 656 271224 27140 |
LAC-light| 512 [251| wiZ | M Bk %S+ D2 [128] 544 | 512 | 664 25173 271 |
LAC-128 | 512 [251| @25$ |BCH[255, 128, 17]4+-D2|128| 544 | 512 | 704 [2722:26] 9~ 151

LAC-192 |1024(251|WES, |BCH[511, 256, 17]4+D2|256|1056 |1024|1352(2742-24 | 27324
LAC-256 |1024|251|Wiss, |BCH[511, 256, 41]4+-D2|256|1056 |1024(1448|2720-01 | 27303

dis BB AR ecc ZU Y
lm WEKE sk FAEH RN
pk VN NN ct LK

bit-er A 245D I ) B LU R R dec-er fF#ZFEIRER
& 1. LAC.PKEMIHERE S %



S90S, BWAAH T HMLAC-light 240, L bR B R R, A
K FH T 7 B 1) 0 ) B AR IR A 2 TR AN EU R R, A FHRBBCHR D 3E 4T 24, sk
BT R, HEAR R AR K B LAC-128 BRMK, HAK 6.3, [FI;, N7 KR
BHARRBFEE2TILUR, BATAE T =A% eg0 S5SNI E.

T IR VEAL BIBA RIS, FRATIE I T — B/ A TR AR E KR 1R € 2 B LAC-test,
ERIAE . HEASEHSLAC lightM R, AR K 17 H 523 8 DU 2 553848 €
SHER, TR T YRS S H L R T B S TR TR R

BT FESEBR Y, AN T7 58 32 S F RAR S 0T B in % J7 S48 FH 1 23 18 25 5, 1R
LAY E W BB O 208, R IRATR 128 bUARE 22 4= G0 i B BE e #2128,
256 LU 2 4= 2 3 1 B 2 Ik B 8256, B T 3RATT 192 L R 22 4= 900 2 B0 52 B T
il 2z A PRz i F192, HoE P % OSVPHE AL A9 R 24 M 8259, K k1% 2 %nl LLH
T-256 LR 22 A g, BRI HRAT TR HVH B 23 6] 5E £7.256.

BCHE S HUEF 2N T I8 BIG1E AR % B2, RINHRFFmERE. &%, JAT®
B, 5HEKEME. X T, = 128, &/MNTHMBCH 3K, = 255, X T, = 256, &
/NETFHIBCH 5K 1, = 511. )&, X TFLAC-128FILAC-256, A1k #%1, = 17, T LA4
i 2 8HLRF AR 1%, X T-LAC-256, F-AITIE#E, = 41, 7] DL 220 LU e (M B, N T AE
T2 EE e 0 ) R R FE U RPE RS2 2R/ R, BATTEH T D25 RL & BCHEE T
24

BN RE R R L I P A B R U B AR T 1, N T MR S RN, £
SEEH, AT E Feo A RERALLRE. X A5k T AAMY[—7,7] _E R SIBEHL(TE
WIWERGE T) 1%,

AN AL FEI2F T )P Fseed,, VA Kn 771 A fEb. FAEH EnT 715 M &, AT LR
FEAB327 715 W M DA AE R FABH, AT B /N A £, AR A2 B 52 I i 2 s .. 4 fl
F Fujisaki-Okamoto¥% K 15 FICCA % A VERS, AAVEH AL G0 B A, 15 A%
AT DS I SR A A 3 SO At TR AELACTR CCA 22 4= 1) 25 £H Jt 2 AL b AL AH K
INA2n + 3277

E, B A FE T A Eey, PLAKHeMLFT. X FLAClight 3 84, 1, =
L + 3 x 8, Hr32 44515 TU R BHE K/ % T LAC-1282 848, 1, = 1,, + 8 x 8, H
8B Y F TUREE K/, X TLAC-1922304E, 1, = 1,,, +9 x 8, HH9 2L ITUR
FHE RN, S FLAC-256, 1, = (I, + 21 x 8).

6 REMDH

6.1 EAirzat

KT LACH B Ak 2 473 #r, JATH I LWELE 1L E 280 O R i 1038 F 8ot
XL I A LWE [ AN 35 8 I LWE [ 8. 3X 26 e K 5K 3, Gl oA 5 1
B BEAL, FATE G B X LACH R R BT K FY 2ok, B3 380t A v DO B R 0L
.



6.2 BRI

TEAEVF 2 AR R DWE ) 7538 F 505, [B29] 48 7 IR 8 Lo R gk Hodh
FIBKZE IR I AL Bk [T be 55 4%, 41 A AR B 0ol By 00 0 o . o Bt DL, el
FE) P AT, BAT 3 B BN T, RV T U 0 GG e RO S Bk, /)
25 TN I e e (1) 2 A A T

AT

FRiaHE SHBBE
ZH i?—\ﬁw&xd\ ZH[ET|HRAD
[LAC-test || 131118 448 [130]118] 445 |

LAC-light|| 131 | 118 | 448 [130|118| 445
LAC-128 || 148|135 | 509 |147|133| 505
LAC-192 || 288|261 | 986 |286|259| 978
LAC-256 || 308 | 279 | 1054 |305|277| 1044
ZE: ZIE Y BF: BTERE
< 2. LACIH Ak 4tk

[RIaTE.
JREE T, B S WNLWEREA i #i&E — A BT uSVP S i #; B, fi I BKZ 502
PR % ME— i . (R, 45 ELWESEHI(A, b = As +e), A € Z™*", Hizkg4E
Ly
Ap={xz 2™ . (A|I,|-b)z=0 mod q}.

BHWAE, Msfle LW HEIT, v = (s,e,1)/2uSVP IR H1 40, W Frr, X
H R B AL Hovh < 0207971 x g/, Fio i B R R R O A RS EE, 6 =
((mb)'/%b/2me)t/ 2(O=1)),

BRKZS % L ] — A 72 7 2 50 U0k B 3 1 A RS R, AT At o 44 52 (B
G BRI /IN) bR M (RS T e o 1) e A, 491 G i (1) V. 1% 05 1% BETBK Z-core-
(Q)Sieving, & % FE R AK M T BKZE V5 T H0 M — fi# I 75 210 40 P4 b, AR 4 4],

SVPII S M 2 MR IR Ak R /372 e 20292 SR RN /1379 A
20.265b‘
SHBIE.

XA I T, T S A I LTI B AR R XS R, B S o A A R A e )
ELWE . 4552 LWESLBI(A, b= As + e), A € ZI™, MIELEIE N = m + nif) H bR
ic

Az ={(z,y) €Z™ xZ" : A'z =y mod q}.

FIRE, [ 45 H, BKZAT LR B Bv = (z,y) of length | = 9 1¢"/?, HrhotbAll
B0 AG 2 T (R BE B 5 Ne = dexp (—27272), 7 = lo /q. iX LIRS e BB ) i LWE ] 5



FAL T R 4 By, A B 1 B A A 1 R RE O TBKZEVE R B 2R B 4 {8
HBKZ-core-(Q)Sievinghf 573 & Wi % vl LU IFEE ER = max(1,1/(v€e?))Ik, N
WeBOR N1 /2. IX AN HEAE R Bt K JU TR, BROATRENG = Ay = 20-20750 4 )
170 T e R [ B L €2

M. TATEH A 0B 1) 0 1215 5 I BRZAE UL 4% R Al 1 07 S 1 2 4x 1.
BKZ 575 BT 5 (£ 3 BN AR IR 1 22 4 VA -G 22l s

6.3 ETRAWE

i B 5 A ) A2 LR AR 23 A (0 PR ey (R R B AR 5 T MG

FIIE. T O 2 BRI, 2T LACHARTE e W) H Alperin-Sheriffi
H[26). At = 2510 2™ + 147 BANA T

"+ 1= (2% 4 912™* + 250) (2" + 1602+ + 250).

il 5 2, 15 2 g MhE AT, Hdg = 2™/2 +912™/* + 250 Hh =
x™/2 4+ 1602/ + 250.

Y558 (a,b = as +e), BIEETIH LM EFEAR, "LIKE (s, e). M(amod g, bmod
g) 2UMKE (s, := smod g,e, :== e mod g), X (s, e,) WAL Z J5 0T LA FH o = 5
REFHEHEKE (s, e).

DA RBGE IO S AE T, F B e AR I 4R Rk, R, BKZE A% BEXE T
TS AT REPEAG. BATHIIHT BoR, TIPSR MR, (s,,e,), B R T AR @ s &K
il h BB R A R i 5 2, B AT DAE 4 B2 0k iR kAT M SRy By, 8
FEE BARIA R, BRI B TR T 4R, RN T (s,, e,) FIR/N(sh, €r) 2K
Bh). BART S, (s,e) & REAE{-1,0, 1IN 2T, (s, e,) ) RECK 5310
7E{0, £1, £2, £91} 1. Alperin-Sheriff 45, ¥ s and eFeLA11, (s,,e,) NI FTH RECKE 77
A 1E[—25, 25] X [f].
LA =[AI|11 x by, HitP A R IRa AR RE, # 2z = [11 x 84|11 x e,| — 1]/2 Az =

0 mod gy A fE, MIFRATAT DME A S G Bk 2. R, 18 I, AR dek 1)
HEENd = 2n + 18 9d = n+ 1. T ARBENUREFE, ¢Tohs AL (A) W RN BENLAR [12],
W AT DAFH e 1R e R iAo 1 B R

a

2me’

fEn = 512F1n = 1024F), 58 1A & 1K A 117 7 N 86.36F1122.4.

M) ~ g



S5, AV T EAL T2 K. AR A R e 2R, 2 K BET AU IR A B B
Wror A, R IEIRATHI LI, 2% LAC-1283 bk Ix M IAE 77 22 %5 2H(253.59, 6.9) 1) 15 B7 4317,
STLAC-1924(253.26,6.29), XTLAC-256v279(358.42, 6.86 f|

BAR, R AN IRE RSN, 2K Az = 0 mod ¢HIfRK. Btz 3 E 1%k 1% 11
O E 2, R G, R T BLE BV A PR ISP S, tIETER
B 1

B2z PLERR I IR X LAC S5 TR .

EUXPREEIE. m Y E R U R R £ S, H T RS G SO R Bl S A
(7, eq) W EE W] fe 2 TR O, P B A . D’ Anvers S5 AN AE SCHR [13] 1
A T2 e U RO RS, Oy T R R R ey, JATIE T = A
FI T I PO SR EE O I A BRI, AR S A & R 2R A

7 BASLIMFNMERE

W BT TR, LACHI H e — S6 3L T IR LWE R A 83025 77 % 10 1 B X B T RATH)
SRR THFENTT. X BATE SAGNLACE 1 S2P 7 %, AR5 1 2 0 ke
W, USRI TAVX2 $54 (Rs LS B

7.1 ZINISRE

Z WA TSR LACH) LB S bE I A2 5. /£S5 S22 Ah, FATIR AL T w A i
MR

— BRAMAAA: BB, 1 FsMrik$:{—1,0,1}, FeiEEAETT LU IZ LS
fJAND ZHRHZE B SEH Na; x 1 = a;&0xFMa; x 0 = a;&0x00. He4h, FeAlTa] LLE AT
TEHE—Puintes B RA. XFE, ZIAREL Nas =30, _jai— >, ai
Mg < 25607, Hig AT DOESA REFT B HE—Muint6d tH L. AT —IRGEAN R
B, B R s (AR A g2l AT AS PR R IR AR B A JG AT B 5. IX PR
f.

— ETAVX2HI IR A: AVX 2 T AT AT DL Ab BE256 LU 45 1) £ 4 2 8. FR AT AT DAAE B2
A mm256 55 4 2 Y A2 i 324 R EL, I F ) _mm256 maddubs _epi 16§84 7E — X £
VEH HEAT 320K FRIEFIBE J5 1 InvZHa 5. FH X — Ak vl 15 2 29 3065 r .

7.2 ZY3ERG

AEERD 5 FH B BCHS RS, FoAT1HE T linux A% T (B CHEAR RS ZEAT 18 20, SR 464K
i3 F#H: https://github.com/jkent /python-bchlib/tree/master/bcehlib. 3= £ & 4L
FEXTBCH Ml i 515 T (AP S5 K R0 73 SC A R EAT T H B TRIAE AL 2E, Sl R HoR
SEIEIGE R A PAT BN ) A2 B ST, JBEGe  for, iF55 1 A 717 SR AR I 8] A2 £

LS 2 SageMath 5t 6 S B 1 5 2 100,000 BEHLREA TG . %5256 3468 T4 4it
BE B HIESE; ZH M RS R R R E R E.



7.3 FAENR

X3t T LACKEXFILAC. AKEM BEN, FH b Alice R 2 H P i 1%
FH S RIEF A R BE R E RN A &, BobREER B TH 5 0% B A HE R A 7R
BRTHE R, Alice2 AR AIE F 42 UV i 25 4 75 ZL AU H). PP & 2 Winlo #:4F &
4, 147 FIntel i7-770HQ @ 2.8GHz 4bFL 3%, 8GB WAE. HARLE AR

e LAC.KEX (f##) LAC.AKE ({#§#)
P Alicel | Bob | Alice2 || Alicel | Bob | Alice2
LACtest || 79[ 206] 82 239] 432] 226 ]
LAC-light 71| 14.1 6.2 232 | 418 19.2
LAC-128 104 | 19.2 9.0 297 | 66.8| 365
LAC-192 158 | 20.1 16.1 48.6 | 106.1 62.5
LAC-256 22.3 | 41.6 29.0 66.1 | 158.5 | 103.9

%= 3. LAC.KEXFLAC.AKEJ7 &M Al iR- Visual Studio 2019

N T XS EESRRAE A R G 3 N IOTERE, FATEM R HRAE R GUMCPURITE LR
M 72T GCC. 19 A I TE eSS, FARS RANT

. LAC.KEX (##) LAC.AKE (##5)

i Alicel | Bob | Alice2 || Alicel | Bob | Alice2
LACtest || 62[ 125] 47] 172] 375] 203
LAC-light 6.2 | 11.0 4.6 172 | 375 17.2
LAC-128 9.4 | 188 9.3 28.2 | 62.5 34.3
LAC-192 15.6 | 28.1 15.6 43.8 | 100.0 57.8
LAC-256 20.3 | 37.5 26.6 59.3 | 146.9 93.8

% 4. LAC.KEXFILAC.AKEJF ZHsilit-GC09.1

7.4 ZFEAFMBTZILKN
LACH) % S B/ N N R .

LRI | AYI(ET) | AP | E ()
LAC-test 544 1056 656
LAC-light 544 1056 664
LAC-128 544 1056 704
LAC-192 1056 2080 1352
LAC-256 1056 2080 1448

% 5. LAC.PKE }2LAC.KEMR 25505 3 K/



32 4 0B | LAC.KEX . LAC.AKE

77 [Alice(F ) [Bob (7)) [ Alice (7 1) [Bob (7 1)
LAC-test 544 656 1200 1312
LAC-light 544 664 1208 1328
LAC-128 544 704 1248 1408
LAC-192 1056 1352 2408 2704
LAC-256 1056 1448 2504 2896

%= 6. LAC.KEX K LAC.AKE/IH B/

7.5 LUSERDEVTFREAR A

E N T BCHA 48D [ 4w 85 AR RS 25 M beh_control i LACH & (5 AR ME 138 4. AF 8
FAPASEIIAT AVX 252 HL 1, iX B8 250 0] PAZE “beh128.h7, “bch192.h” and “bch256.h” H7
A2 A I FELAC-128, LAC-192FMLAC-256H1 43 5l 5 . X L6 S8 () BAR A K %
FRs.

. BCHZ ¥ -
R e ke e [ e n-conerel(°19)
LAC-128 511 256 16 9916
LAC-192 511 256 8 15048
LAC-256 511 256 20 28080

& 7. AED AR

8 ffEkmikAA
8.1 =
SEBL T TH -

LACTH] PATE SZFFAVX 248 2 T /R x 6440 BE 2% I v i S
LACH] LAZE SZ R e A T ARMAL 2L INEON - 23 52 3.
LACHIZ B AE BT L3 IRAT, B E A 2 2 A0 B3 LI,

B i
— LACHIBEHHIEI -5 e 1545 BRI SR BT R
— SRR 0T T, 5 TS,

— LACHESHES R Z TR, 5 T AR,

RigtE:

— LACHRME 7 =Fhesz &40, 5118 I 4 SRR 1R 70 A I A AR S
— AN[A) 2 A ) A AR R AR AL
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